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Abstract—Expanding adoption of electric vehicles (EVs) and 

broad deployment of charging stations push the limits of 

distribution grid infrastructure and increase the importance of 

effective charging coordination. Smart EV chargers with several 

functionalities and charging coordination solutions that can 

manage the charging sessions of hundreds of EVs are becoming 

common, with the increasing risk of triggering significant 

operational problems in case of cyberattacks. The information 

exchange between the charging coordinator, distribution 

network operator, and users is essential in the scheduling of a 

large number of charging sessions, relying on customer 

preferences, without violating operational grid constraints. Both 

the user mobile apps used for charging session reservations and 

DSO-charging coordinator interfaces are vulnerable to 

cyberattacks which may cause considerable technical and 

economic consequences. An important concern is the potential 

impacts of attacks when a single node or communication link is 

compromised. This study investigates the impacts of false data 

injection (FDI) and hijacking attacks on EV charging 

coordination in case of a single point of failure.  Hijacking of one 

user’s mobile app and FDI attack on the DSO-charging 

coordinator interface are investigated by simulating a 24-hour 

scenario with 12 chargers, 34 realistic charging sessions, and an 

EV charging coordination approach based on each session’s 

tolerance to delays. The study highlighted considerable negative 

impacts that could be encountered in case of a single point of 

failure in EV charging coordination. 

Keywords—cybersecurity, electric vehicle charging, energy 

management, false data injection, hijacking. 

I. INTRODUCTION 

In order to reduce carbon emissions, the automobile 
industry is beginning to shift away from internal combustion 
engine vehicles (ICEVs) to electric vehicles (EVs). In 2020, 
despite pandemic challenges, the market has grown by 41% 
with record-breaking annual sales, exceeding 3 million. In 
2021 with arising supply challenges in the industry, annual 
electric car sales more than doubled to 6.6 million, reaching 
around 9% of the global car market and more than tripling 
market share compared to 2019 [1]- [2]. Until 2030, 130 to 
250 million EVs are expected to be on roads. As of March 
2022, there are 188 available models on the road and 36 
announced models upcoming in the near future [3]. Battery 
capacities of the available EVs range from 16.7 to over 100 
kWh providing a driving range from 95 to 640 km [3]. By ever 
increasing demand for the EV infrastructure, an appropriate 
secure control and management system is required to fulfill 
the goals for resilient smart cities.  

EV chargers are being equipped with smart functionalities, 
ranging from individual charging power level adjustment to 
overall charging power-sharing among a group of chargers, 
bidirectional power exchange for V2G services to distributed 
generation from renewables-following charging, tariff-based 
charging, and many other [4]. Moreover, the user mobile apps 
have several availabilities such as charging management, 
scheduling, monitoring, and real-time statistics to provide 
more flexibility to EV users [5]. Furthermore, there are 
emerging charging coordination solutions that can manage the 
charging sessions of up to 1000 EVs on-premise [6]. 
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Thus, the nexus of EVs, electric vehicle supply equipment 
(EVSE) flexibility, smart meters, and the power grid creates 
complex cyber-physical interdependencies [7]. This 
increasing penetration of IoT-based Electric Vehicle (EV) 
infrastructure in a smart grid network makes it more 
vulnerable to cyber-related threats as compared to traditional 
vehicles. As these systems get more complex and 
interconnected, malicious intruders develop increasingly 
sophisticated techniques of breaking into the cyber-physical 
system. False data injection attacks (FDIAs) [8], denial of 
service (DoS) [9], controller hijacking [10], replay attacks,  
stealthy attacks [11], and other methods of circumventing 
cyber-physical system (CPS) security mechanisms are among 
the most common types. Such attacks are capable of wreaking 
havoc on network stability and control architecture. Several 
cyber-physical attacks have been documented in the past, 
posing a serious threat to the control centers. Without 
requiring a physical attack, an attack on energy systems 
monitored and controlled by an external entity can severely 
impact the system’s processes by gaining targeted access 
through the supervisory control and data acquisition 
(SCADA) system [12].  

An EV under cyber/physical attack can pose a significant 
risk to the driver, (EVSE), other EVs, the utility grid, and 
specially in-vehicle electronic systems. Even a single 
compromised vehicle can cause widespread cyber-attack 
propagation in an IoT-enabled EV network as demonstrated in 
[13]. IoT layers of intelligent transport systems are described 
in details, ranging from live traffic to driving information, 
membership service to traffic information, parking service to 
vehicle insurance and service violations in [14]. In [15] a 
remote hijacking attack via a cybersecurity breach in critical 
system controls due to software deficiencies on a Cherokee 
Jeep being driven on the highway is demonstrated. A similar 
attack on a Tesla vehicle was reported in [16], where the 
vehicle was hacked by researchers through a cellular 
connection and Wi-Fi. Therefore, to improve the robustness 
and dependability of the cyber-physical system (CPS), it is 
critical to conduct a holistic analysis of its security. The North 
American Electric Reliability Corporation (NERC) 
established the Critical Infrastructure Protection (CIP) 002-
009 standard, to assure the safe and dependable operation of 
the power grid [17]. Similarly, the IEC 62351 standard for the 
cybersecurity of industrial communication protocols was 
produced by the International Electrotechnical Commission 
(IEC) Technical Committee (TC) 57 Working Group (WG) 15 
[18]. Network (cyber) security measures alone cannot ensure 
the secure operation of the entire system, which leads to cyber-
physical security. The protection of the distribution grid with 
extensive penetration can only be ensured by detecting and 
mitigating cyber-attacks.  

Ref [19] conducted a systematic evaluation of long-term 
complex attacks in hybrid electric vehicles (HEVs). A 
probability-based detection model was developed to improve 
the cybersecurity of the HEVs. Authors in [20] studied a 
cyber-threat evaluation for a Level 2 AC-powered EVSE. Due 
to the bidirectional connectivity between electric car chargers 
and external devices, the stations meant for public usage are 
intrinsically vulnerable to cyber threats [21]. Furthermore, one 

of the conceivable attack scenarios is the infection of the 
electric vehicle supply equipment (EVSE) controller and the 
central management system via the data connection buses with 
unwanted malware or viruses. Both the software and hardware 
can potentially be harmed because of malware assaults, and 
the EVSE can be easily disrupted by assessing the station 
through the communication network or physically by using 
the universal serial bus (USB) to inject malware. 

Considering the vulnerability of EV power electronic 
systems with a specific focus on lateral stability control 
system (LSCS) and motor drives, a coordinated detection 
approach and performance degradation evaluation metrics has 
been presented in [22]. A distributed control system is utilized 
in [23] as a viable solution to counter cyber-attacks as 
compared to a centralized approach and a distributed 
blockchain for sensitive data integrity and safety. For secure 
energy trading between smart grid and EV infrastructure, a 
software-defined networking (SDN) model along with 
distributed ledger-based BC is utilized in [24]. In [25] a 
backpropagation-based artificial neural network is proposed 
to predict the SoC (state of charge) of EV in the normal or 
compromised scenarios to detect an FDI attack on the battery 
management system (BMS). Authors in [26], have 
investigated the security of the EVSEs and smart card 
payment processes to verify users; nonetheless, smart credit 
cards could be used by unauthorized persons if they are lost. 
In [27], Joseph et al. examined the impact of EV charging 
station risks on grid operations and classified cyber-attacks 
connected to the charging system for mitigating those attacks. 
Authors in [28] proposed a hidden Markov model for 
formulating cyber-attacks in extreme fast-charging stations to 
further understand and deploy the appropriate mechanism 
against such attack vectors. The results achieved indicate that 
the proposed method improved the overall charging efficiency 
and cyber-physical security.  

The stages of malware-based cyber-attacks are mainly 
categorized as discovery, propagation, access, control, 
infection, and trigger, leading to the active attack stage aiming 
disruption, destruction, theft, extortion, or repurpose. The 
majority of the studies in the literature focus on the discovery 
and access stages. The reconnaissance attacks are based on 
collecting screenshots of controllable assets details, control 
screens, and monitoring the commands and messages 
exchanged through the communication channels to prepare for 
sophisticated actual active attacks in the future. There is alack 
of studies on analyzing the impacts of active attacks. The 
studies in the literature have not investigated the possible 
impacts of attacks on single points in EV charging 
coordination systems. Single point of failure (SPOF) is a 
useful concept to find out the critical vulnerabilities of cyber-
physical systems. It is not only used in studies on 
communication and control system operational failures, but 
also in cybersecurity studies. In communication studies, it is 
considered as a critical point, if fails that cause the entire 
system failure. In the scope of this study, from the perspective 
of cybersecurity of electric vehicle charging coordination, it is 
used to describe a single user mobile app or a communication 
link between charging cluster operator and a stakeholder, if 
compromised will cause the related operational service 
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(meeting a target SoC level by the end of charging, keeping 
aggregate power demand below a DSO specified threshold 
and other) to fail. There are several simplifications and 
assumptions commonly preferred for EV charging profiles 
and coordination mechanisms, conflicting with field 
deployments. So, there is a need to adopt more detailed, 
realistic, and closer to field modeling and coordination 
approaches in EV charging cybersecurity studies. 

This study contributes to the literature by investigating the 
impacts of attacks on EV charging coordination in case of a 
single point of failure (SPOF). In a daily scenario with high 
resolution, realistic, EV charging profiles, related user 
preferences, and an EV charging coordination algorithm that 
prioritize conflicting charging sessions based on shifting 
availabilities, the impacts of hijacking of a user’s mobile app 
and FDI attack on the communication link between the DSO 
and charging cluster operator (CCO) are analyzed. Section 2 
explains the EV charging modeling and EV charging 
coordination approaches developed and cyberattack 
modelling approaches adopted and adapted by the authors. 
Section 3 presents the case study and provides the results of 
the analysis. Section 4 concludes the paper by summarizing 
findings and providing future research directions. 

II. METHODOLOGY 

The methodology followed in this study consists of 
stochastic generation of daily charging profiles for a 
determined number of EVs. Moreover, the charging 
preferences of EV owners, an aggregated EV charging 
coordination approach, and cyberattacks are modeled along 
with the impact analysis of EVs and EV charging 
infrastructure to demonstrate the superiority of the proposed 
approach. This section describes each of the three main stages 
of the followed methodology under dedicated subsections. 

A. Stochastic Daily EV Charging Profile Generation and 

EV Owner Preferences Modelling 

In majority of studies, electric vehicle charging behavior 
is modeled by considerably sacrificing from reality due to 
oversimplification and very generalized assumptions. In 
aggregated charging analysis, the individual details of each 
EV are usually not considered. In field pilots, mostly a limited 
variety of EV brands and models are used by a specific 
customer segment for a short time period. New charging 
methods emerge, and the charging power and energy storage 
capability of EVs increase; but these changes are not 
satisfactorily reflected in analyses. 

One of the common assumptions in the literature is 
consideration of EV charging sessions in particular time 
periods of a day. On the other hand, field pilots proved that 
EV charging takes place at any time periodhija in a day based 
on different probabilities [29]. Another wide assumption 
present in the literature is reaching to full SoC level by the end 
of every charging session, while in the field demonstration, 30 
to 50% of the customers interrupt charging activities and start 
their trips with 50 to 90% SoC levels. Contrary to studies that 
consider single charging throughout a day, 20% of the 
customers is observed to be charging twice daily. Another 
common assumption is consideration of same or a limited 

range of initial SoC levels in the beginning of charging events, 
while in reality EVs start charging with any initial SoC level 
inside their operational range with 9 to 13% probability. The 
inconsistencies between the common assumptions in the 
literature and the field applications require adoption of more 
detailed approaches in modelling daily EV charging behavior, 
utilizing realistic statistics and probabilities. 

Contrary to the simplifications summarized in the previous 
paragraph, there are several real measurement data and 
detailed models about the individual charging behavior of EVs 
in reliable resources. Moreover, statistics are available in 
different resources about the technical parameters of EV 
brands and models, driving times, distances, parking times and 
charging habits [3]. In this study, a probabilistic charging 
profile generation methodology, which combines technical 
characteristics and field demonstration statistics from several 
resources is preferred. This methodology was formerly 
introduced in details in [30]. In the first stage, the main 
technical characteristics of the 23 cars available in the US 
market in the last ten years are obtained from [3] and [31] . 
Type-2 charging power (in kW), full charging time (in 
minutes), battery energy storage capacity (in kWh), and 
energy consumption per km (in Wh/km) specific for each car 
model are considered. The charging power of the considered 
cars range from 3.6 to 16.5 kW, while battery energy storage 
capacity is from 16 to 95 kWh and full charging time is from 
3 to 14 hours. Based on the specified number of EVs in a 
scenario, a random cluster of cars is assigned to each 
customer. 

In the next step, probabilities for charging session starting 
time and initial SoC levels from [29] are used to stochastically 
specify the charging starting time and initial SoC level for 
each single charging session. After that, final SoC level higher 
than the assigned initial SoC level is specified per charging 
session using the probabilities from the same source [29]. 
Based on the charging starting time, initial SoC and final SoC, 
charging power and battery energy storage capacity 
parameters, the charging ending time is derived per charging 
session. Considering idle waiting, parking times spent after 
charging available in the literature, additional parking times 
up to charging duration per charging session are stochastically 
assigned. This information is used by the EV charging 
coordination algorithm explained in the next subsection to 
shift some of the simultaneous charging sessions based on the 
priorities and urgencies.  

B. EV Charging Coordination Approach 

Coordinated EV charging is the key enabler for optimized 
operation under load simultaneity constraints. In various 
domains, different agents such as charging station operators, 
microgrid operators, and aggregators can be responsible for 
charging coordination. For the sake of generality, an agent that 
is responsible for a cluster of EVSEs is referred to as charger 
cluster operator (CCO) in this work. This study considers a 
charging coordination strategy based on least-laxity-first 
(LLF) concept, which, in essence, sorts the EV(s) with respect 
to their tolerance for delayed charging completion and 
prioritizes the ones that have least tolerance (laxity) when the 
aggregate consumption of a charger cluster must be limited.   
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The tolerance is determined by the amount of charging 
demand and minimum time required for transferring this 

energy to the EV battery. With � representing a particular EV, 
the tolerance of the EV for delayed charging at a given time �, 
�����, is calculated in equations (1) and (2). 

 

 ����� �
	
���

���

	
��
 (1) 

 ����� � ��

∗��
����.�


�

   (2) 

In above equations, ��
∗ is the target SoC specified by the 

driver, ��  the estimated departure time –in other words the 
deadline for charging completion-, and �� the battery capacity 
of �. Equation (2) calculates, �����, the minimum time 

required for transferring the remaining charging demand –set 
forth by the difference between target and actual SoCs, 
respectively ��

∗ and �����. ����� depends also on ��, the power 

rating of the EVSE that � is connected to. The larger values of 
����� indicate the need for longer times for completing the 

charging and thus, the smaller �����, for delayed charging.  

The considered algorithm is executed in three steps � �
�0,1,2". In each step, the aggregate power consumption of the 

controlled EVSEs, #$,% is compared with the given real-time 

power constraint of the CCO, �$. If #$,% occurs to be smaller 

than or equal to �$ at any k, i.e. #$,% & �$,  this means that no 
further adjustment is required and thus the execution is 
stopped. The step-wise structure of the algorithm is designed 
to use the flexibility from the least possible number of EV and 
avoid discharging EV batteries as long as possible.  

In the initialization step (� � 0), all EVs connected to the 
EVSEs under the control of the CCO are assigned with the 
maximum power rating such that #�

'() � �� . When the 
aggregate consumption calculated in the initial step indicates 
a violation, i.e. #$,) * �$ � Δ) , 0, then the EVs are sorted 
with respect to ����� in descending order. Step 1 (� � 1) 
Iterates over EVs –starting from the v with largest ��- and 
aims to remove the violation by reducing the (temporary) set 
point of the corresponding v to zero, i.e. #�

'(- � 0. If the 
aggregate consumption calculated after finishing the loop in 
the first step of #$,- � ∑ #�

'(-
�   is still larger than �$ i.e.  

#$,- * �$ � Δ- , 0, the process is repeated in Step 2 but 
reducing the temporary set points to the negative values such 
that #�

'(/ � *��  when necessary. It is important to note that 
the negative flexibility is only available for bidirectional 
EVSEs. 

C. Hijacking and FDI Attacks Modelling 

Two types of cyberattacks are considered in the scope of 
this study: 1) Hijacking (HIJ) and 2) False Data Injection 
(FDI). The cyberattacks are modelled based on the methods 
suggested in [10] and [32]. The HIJ attacks are modeled to 
emulate the scenario in which the user mobile app for 
reserving charging sessions and providing customer 
preferences is infected.  

The customer provides a target SoC and a departure time 
which may be relatively longer than the time needed to reach 
the desired SoC, which may be used for further charging to 
reach even higher SoC levels or just idle parking. In the scope 
of this study, due to a HIJ attack, the attacker able to corrupt 
the departure time communicated by the EV user to the CCO, 
affecting EV charging coordinator priorities and delaying 
decisions. The attack is formulated as represented in equation 
(3). 

��0
′ � �1 * 1�0�. ��0 2 1�0 . ��

3  (3) 

In (3), ��0
′ stands for the corrupted departure time 

information for the vehicle � for the charging session 4, while 
��0  is the original uncorrupted data and 1�0 ∈ �0,1" defines if 
an attack has occurred on the related vehicles’ driver mobile 
app used for providing the charging preferences for the 
charging session 4. FDI is modelled by corrupting the 
aggregated demand constraint specified by the DSO. The 
attack is formulated as represented in equation (4). 

�6
′ � �6 2 16 . 76 (4) 

In (4), �6
′ is the corrupted aggregate power demand 

constraint for the time 8, communicated between the DSO and 
the CCO, while �6  is the original uncorrupted data. 16 ∈ �0,1" 

denotes an attack has occurred and 76 is the false data injected 

in the communication link between the DSO and the CCO in 
the cyber-physical system. 

The diagram of the proposed methodology is depicted in 
Fig. 1. 

III. CASE STUDY 

This part investigates the possible impacts of two types of 
cyberattacks on the consumption profile of an EV charger 
cluster: (i) hijacking targeting customer mobile app and (ii) 
FDI targeting the communication link between the DSO and 
the CCO. The considered scenario was generated by using the 
methodology explained in Section 2-A and considering the 
characteristic parameters of the 23 EV models available in the 
US market in the last ten years. Numerical simulations were 
performed –with 1-minute resolution in the daily operation- to 
investigate the charging behaviors under the defined cyber-
attack scenarios. For the simulations, the Python-based 
electro-mobility simulator developed by the RWTH Aachen 
University was used. The mentioned software is based on the 
object-oriented modeling approach introduced in [33]. For this 
paper, additional capabilities were added in the mentioned 
software to incorporate cyberattack scenarios.  

 

Fig. 1. The proposed diagram of EV charging coordination associated with 
cyber/physical attcaks 
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A. Cyberattack scenario 1: Hijacking customer app 

In this scenario, (upon DSO request) the CCO is obliged 
to limit its power consumption by 30% of the installed 
capacity of the 12 available EV chargers throughout the 
simulated period (i.e., �$ � 30% ⋅ 11 ⋅ 12 �= ).  Due to the 
pronounced peak power limit, 11 kWh of the overall charging 
demand remains unfulfilled in the no-attack scenario. This 
study aims to investigate how a hijacking attack affects the 
demand fulfillment in the operation. In the considered 
cyberattack scenario, an attacker hijacks one of the EV user’s 
mobile app and modifies the charging demand specifications 
of the user. The corrupted departure time information 
indicates a parking duration that is 50% less of the real 
estimation of the EV user, being 3 hours 51 minutes instead of 
7 hours 42 minutes. In this way, the attacker misleads the CCO 
about the urgency of the charging demand of this particular 
EV and consequently, the CCO assigns a higher priority value 
(��) to this EV.  

The cumulative energy supply of the CCO in two cases -
without versus with hijacking- are plotted in Fig. 3.  The graph 
shows that the energy that the system supplies in identical 
periods decreases when only one of the EV user’s app is 
hijacked. In practice, assigning higher �� to an EV affects 
how the available capacity is allocated to all EVs in the 
system. Therefore, the CCO postpones some other charging 
sessions while prioritizing the session of the EV whose 
departure time estimation is modified by the attacker. The 
results show that the change in prioritization due to hijacking 
results in that 9 EVs leaving their charging station with  SoC 
levels lower than their targets and the unfulfilled demand 
increases by around 100%.    

B. Cyberattack scenario 2: FDI attack on the DSO-CCO 

interface 

This scenario assumes that the DSO is entitled to assign an 
aggregate power consumption constraint to the CCO in the 
range of 40%-60% of the total installed capacity of the EV 
chargers. This test aims to show how an FDI attack would 
affect the power consumption profile of the charger cluster. In 
the tested scenario, the DSO constraint is 60% (�$ � 66 �= ) 
before 18:00. However, due to a congestion in the upstream 
network, the DSO requests a further reduction to 42% (�$ �
51.7 �= ) for 18:00 to 22:00. 

 

Fig. 2. Cumulative energy supplied by the CCO to the EVs without/with 
hijacking 

In the FDI scenario, the attacker injects false data into the 
communication channel between the DSO-CCO such that 
CCO still considers 66 kW as the peak demand constraint. The 
resulting power consumption profiles of the CCO under 
scenarios without and with FDI are plotted in Fig 4. The 
results show that the cluster’s power consumption exceeds the 
DSO constraint by up to 11 kW from time to time. The extra 
energy consumed by violated peak threshold due to FDI attack 
in that period is found as 14 kWh. The business model 
between CCO-DSO and the impact of the altered consumption 
behavior on the power grid is not within the scope of this 
paper. However, it is safe to foresee that such a constraint 
violation obliges the CCOs to pay penalties and more 
importantly leads to grid congestion. Further research should 
be conducted to quantify the impact of the FDI attacks in terms 
of grid congestion and operational costs of the CCOs.  

IV. CONCLUSION 

This study analyzes the impacts of hijacking of EV owner 
mobile app to determine the departure time as well as FDI into 
the DSO-CCO interface for exchanging peak demand 
constraints on (SPOF). In the first explored scenario, among 
the simulated stochastic daily 34 EV charging profiles, 
compromise of one car owner’s mobile app and intentional 
statement of an earlier departure time than reality caused 
considerable performance reduction in the charging service 
performance and led some other cars reaching their departure 
times with SoC less than the levels desired by their drivers. In 
the second investigated scenario, FDI into the interface 
between the DSO and CCO caused the violation of peak 
demand constraints by the CCO. A CCO that is capable of 
keeping the aggregate peak demand below the lowered 
threshold without the FDI attack, has been put into a position 
that is subject to a financial penalty and a higher possibility of 
triggering technical problems in the upstream network. They 
explored scenarios highlighted the vulnerability of EV 
charging coordination systems to cyberattacks even in the case 
of SPOF without requiring compromise of several devices and 
controllers. 

 

Fig. 3. Aggregate power consumption of the CCO without and with FDI 

 
Future studies will cover different cyberattacks’ impacts 

on EV charging systems, detection of attacks based on KPIs, 
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and MetaMetrics and prevention mechanisms to minimize the 
technical and financial losses in real-time. 
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