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Abstract
Various technological developments in the microprocessor world make modern computing systems more vulnerable to soft

errors than in the past, and consequently fault tolerance techniques are becoming increasingly important in various

application domains. While in general fault tolerance methods are known to achieve high levels of reliability, they can also

introduce significant performance, energy, and memory overheads, which can be reduced by employing such techniques

selectively, as opposed to indiscriminately. Data Replication is used to prevent error propagation across hardware com-

ponents and application program data structures by replicating application program’s data. When using data replication,

many factors need to be taken into account, including which data structures/elements to replicate, how many times to

replicate a given data element, and which threads to protect (in a multithreaded application). These and similar factors

define what can be termed as ‘‘replication space’’. This study defines a replication space, and systematically explores

protection techniques of various strengths/degrees, quantifying their impacts on memory consumption, performance, and

error propagation. Our experimental analysis reveals that different degrees of protection levels bring different outcomes

based on the application specifics. In particular, while error propagation is limited, to a certain extent, when employing data

replication in multithreaded applications where the thread do not communicate/share data much, the speed of error

propagation across threads can be quite fast in applications where threads are more tightly coupled. Additionally, our

results indicate that in certain cases where error propagation is low, the effect of data replication on error propagation can

be negligible.
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1 Introduction

Soft errors are one-time unpredictable events that cause the

application program execution to enter an undesirable

state. Cosmic radiation, alpha particles from packaging

materials, voltage fluctuations, and high temperatures are

among the main causes of soft errors [1]. Various techno-

logical developments in the microprocessor world in recent

years, such as smaller transistors, increased operating fre-

quencies, and increasingly more aggressive power and

performance optimizations, have rendered different types

of computing systems more vulnerable to such errors.

To counter this increasingly pressing soft error problem,

various fault tolerance methods have been introduced in the

literature. The fault tolerance techniques can be imple-

mented at hardware [2, 3] or software layers [4, 5]. There

also exist studies that target both software and hardware

layers [6, 7]. It is to be emphasized that, while fault tol-

erance methods help to achieve more reliability in general,

indiscriminate use of such methods can also introduce

significant performance, energy, and memory overheads.

Motivated by this observation, several prior works have

also explored what is called ‘‘selective reliability’’, in an

attempt to reduce the overheads brought by the fault tol-

erance methods [8].
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‘‘Data replication’’ is one of the popular software-based

fault tolerance methods that aim to increase reliability by

replicating data as well as the operations performed on

them. Error detection/correction is provided by comparing

the redundant copies for consistency. One of the drawbacks

of data replication is the performance and memory con-

sumption overheads it involves. In particular, aggressively

replicating all the data used by an application program can

increase the program’s memory consumption/footprint

significantly. Assume as an example that we have an

application that operates on 10 integer variables and we

employ data replication for error detection. This means that

a copy should be created for all 10 variables, thus doubling

the memory consumption. Moreover, if it is desired to

provide error correction by using the data replication

approach, the memory consumption would further increase

since at least 3 copies are needed for each and every data

element. In addition, since the redundant instructions that

operate on replicated data, comparison instructions, and

instructions that are executed for error detection would also

be added to the code, and this further increases application

execution latencies.

In an attempt to reduce such additional memory/exe-

cution time costs, ‘‘partial/selective data replication’’ can

be employed. In this strategy, certain data elements and/or

structures are considered to be more critical than others, in

terms of application correctness or error propagation speed.

For example, if a data element/location is involved with

data dependencies with a large number of other data ele-

ments/locations, the error in this data can be expected to

spread faster. Based on this observation, replicating only

‘‘critical data’’, instead of all data, helps to reduce the

replication overheads. Further, since the user-perceived

reliability is closely related to the ‘‘criticality’’ of data,

replicating them can improve reliability [9]. As a result, it

may be possible to achieve substantial reliability

enhancements while limiting the incurred overheads.

In this paper, the impacts of selective data replication at

different levels on error propagation, memory consumption

and performance are examined in a quantitative fashion.

More specifically, this paper makes the following main

contributions:

• To capture the degree of protection provided via

selective data replication, we define percentage of

replicated data, number of replicas, items that are

replicated and threads that are protected as our ‘‘pro-

tection parameters’’. These parameters define our

‘‘replication space’’. Further, to specify the faulty

environment, we define erroneous data rate, bit span,

number of threads that contain errors, and threads in

which errors are created as additional parameters.

• We define several data replication options with differ-

ent degrees of protection by using the proposed

protection parameters, and then, they are compared in

terms of their impact on the error propagation, memory

consumption, and execution time by performing exten-

sive fault injection experiments.

• We study the behavior of the defined data replication

options against different errors. The overheads brought

up by replication on memory and performance is

different for different protection scenarios generated

with different values of our protection parameters.

Examining these scenarios on several faulty environ-

ments helps us understand when the introduced over-

head is acceptable.

• We investigate the problem of improving reliability

under certain memory constraints by modulating the

data and threads that are selected for data replication. If

we change the replicated variable(s) and the protected

thread(s), the memory consumption remains the same

since the amount of the redundant memory is not

changed. By changing the variables and threads, we

explore different options with the goal of reaching a

more efficient data replication scenario.

Although the data replication technique can be used for

both single-threaded and multi-threaded applications, we

consider only the multi-threaded applications in this study.

Several multi-threaded applications are utilized for the

fault injection experiments, where data replication is

implemented by providing private copies of shared vari-

ables to threads. In this way, the error propagation between

threads via shared variable is prevented and the error

propagation speed is slowed down. The block-wise matrix

multiplication, two-dimensional Jacobi computation, and

the heat diffusion applications are used as target codes in

our fault injection experiments. The collected experimental

results show that error propagation is slowed down when

different protection levels are utilized. These protection

levels have also different costs, and it is observed that the

memory consumption caused by the data replication can

increase up to 9 times. On the other hand, this costly

protection may not be acceptable for many applications and

execution scenarios. Experiments with different faulty

environments demonstrate that, when the error propagation

is limited, the decrease of the error propagation provided

by the protection can be negligible (i.e., error rate

decreases from 0.1 to 0.05). Moreover, in applications

where the threads are tightly coupled, e.g., heat diffusion,

we observe that providing private copies to threads does

not help much in preventing error propagation. Thus, in

such applications, increasing reliability by isolating faulty

thread(s) from others is difficult to achieve. Besides pro-

posed error and protection parameters, additional fault
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injection experiments are performed with different thread

counts and different implementations. The results show

that when the implementation details are changed, that

affects the error propagation and makes it possible to slow

down error propagation in certain cases. For instance, in

two-dimensional Jacobi iteration when a different data

distribution is used the error rate increases from 0.36 to

0.42.

The rest of the paper is organized as follows. We

summarize the prior relevant work in Sect. 2. Section 3

explains our framework, as well as error and protection

parameters, in detail. Section 4 presents the results from

our experimental evaluations, and Sect. 5 concludes the

paper by summarizing our major findings.

2 Related work

In this section, we summarize the related work on vul-

nerability factors and fault propagation metrics. It is fol-

lowed by the error-related metrics and analysis methods for

the Silent Data Corruption (SDC). Finally, we discuss the

data replication techniques proposed in the literature.

Vulnerability factors are utilized to evaluate techniques

that attack soft errors, and different vulnerability metrics

are proposed to measure the error vulnerability at different

layers [10–14]. The Architectural Vulnerability Factor

(AVF) represents the probability that an error in processor

structure is propagated to the output [10]. Cache Vulner-

ability Factor (CVF) [11] and Register Vulnerability Factor

(RVF) [12], on the other hand, represent the probability

that errors in caches and registers, respectively, are tran-

sitioned to the output. As opposed to these approaches that

quantify/address vulnerability from a hardware perspec-

tive, Program Vulnerability Factor (PVF) measures the

vulnerability of the application regardless of the underlying

architecture [13]. Thread Vulnerability Factor (TVF) is

proposed to measure the vulnerability of the threads in

multithreaded applications [14]. Note that TVF considers

data dependencies between threads when measuring error

vulnerability.

Additionally, several error propagation metrics have

been proposed and evaluated in the literature. For example,

Error Propagation Speed (EPS) refers to processes with

erroneous data per iteration in MPI-based applications [15].

Error masking events are recorded and their frequency

values are measured in another study [16].

The FlipTracker framework is designed to measure the

error resiliency of HPC applications [17]. This framework

analyzes several HPC applications and computational pat-

terns that provide error resilience for such applications.

SpotSDC is another framework that monitors and visual-

izes SDC in HPC applications [18]. Error propagation has

also been studied with analytical models in the literature.

The Support Vector Regression is used for error detection,

and an error detection strategy is presented based on the

model found by regression [19]. In comparison, in TRI-

DENT framework, SDC predictions are performed ana-

lytically where propagation is modeled based on static

instructions, control flow, and memory dependencies [20].

The TRIDENT framework is improved to work with more

than one input [21], and also adapted to work with GPU

applications as well [22].

Software Implemented Fault Tolerance (SWIFT) is a

software-based single-threaded fault tolerance technique

that aims to provide reliability using redundancy [4]. The

values used by the program are calculated twice and

compared. S-SWIFT-R [23], an improved version of

SWIFT, provides selective hardening by replicating only

selected registers.

Prior works have also employed different transformation

rules1 to provide data-flow protection [24, 25]. In particu-

lar, several techniques have been proposed by using dif-

ferent combinations of the transformation rules [26], and

they are compared in terms of error detection rate, execu-

tion time, and memory footprint. A hybrid method by

combining the transformation rules [24] with a hardware

hardening technique has been proposed in [27]. A different

set of transformation rules [25] have been suggested to

modify high-level languages, where such transformation

rules have been enhanced to protect flow-control structures

and pointers [28].

Various data replication based approaches have been

used in combination with different fault tolerance strategies

targeting different execution scenarios. Signature analysis

is one of the fault tolerance techniques combined with data

replication [29]. Data and Control Flow Error Detection

method uses a control variable to check for control-flow

errors while duplicating instructions and registers to pre-

vent data-flow errors [30].

There also exist studies that take advantage of the fea-

tures specific to multicore processors and multithreaded

applications. For example, modular redundancy-based fault

tolerance replicates the annotated C/C?? code parts,

where reliability is ensured by running them in different

threads [31]. Another work has combined Duplication with

Compare with Triple Modular Redundancy (TMR) [32].

The program is executed twice with the redundant data,

and if the results do not match, TMR is triggered, the

program is re-executed, and the majority voting is

performed.

In addition, analytical models have been developed to

calculate the criticality of the data to reduce the overheads

1 A set of rules that modifies the code according to the data

replication technique without affecting its functionality.
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of variable duplication techniques. Critique Function CF(v)

is defined to measure the criticality of the variable ‘v’—it

represents the sensitivity of the correctness of the program

result to the error that occurs in variable v [9]. The PRASE

analytical model examines the assembly code of the

application and analyzes the probabilities for the error

occurrence [33]. Finally, a method called Optimum Data

Duplication has been proposed with the goal of protecting

the most sensitive variables of the program revealed by

PRASE.

Our work departs from the existing work as it examines

the trade-off between reliability and performance/memory

space overheads by conducting fault injection experiments

with different levels of data replication techniques and

study their impact on the reliability. Moreover, the effec-

tiveness of data replication techniques in different faulty

environments is also studied.

3 Data replication framework

In this work, we analyze the error propagation on different

applications by performing fault injection. Then, by uti-

lizing several protection mechanisms, the error propagation

is slowed down. To ‘‘reshape’’ error propagation, our

proposed approach employs data replication. A sample data

replication in a multithreaded application code is illustrated

in Fig. 1. Specifically, Fig. 1a shows the original multi-

threaded application executed with four threads. The syn-

chronization instructions are not included in the code for

clarity of presentation. In the original code, all threads

share variable x which is initialized by Thread 0. Suppose

that an error occurs when computing the value of the

x. Since this is a shared variable the error would propagate

to all threads and their data would be corrupted. To

enhance reliability, a redundant copy of x can be provided

to all threads. In Fig. 1b, a protected version of the original

code is given. In this version, all threads have their local

copy of x, and perform their computation by using their

local copy. Therefore, if an error occurs in one of the

redundant copies of x, the error propagation stays within

one thread (see Fig. 1b).

An important issue when employing data replication is

the ‘‘trade-off’’ between the reliability enhancement

achieved and performance/memory space overheads

incurred. In particular, replicating all variables in a given

program can provide maximum reliability; however, doing

so can also increases the memory consumption substan-

tially. On the other hand, if the program is executed

without any data replication, this would lead to no memory

overhead, but no reliability either. To strike a balance

between these two extreme approaches, ‘‘partial data

replication’’ can be used. In an application, several data

may be more important to the user than the others, in terms

of, for example, the correctness of the output. To give a

more concrete example, in a face recognition application,

the face part of the image can be considered more critical

than the background. In partial data replication, only crit-

ical data are replicated as opposed to all data elements, and

as a result, both memory consumption and performance

overhead can be decreased. To find the optimal point under

given reliability requirements and memory consumption

constraints, we first need to understand and characterize the

impact of data replication. In particular, understanding the

impact of data replication techniques on error propagation

is crucial for choosing the most suitable option. Also, in

addition to error propagation, it is important to quantify the

overheads introduced by data replication. We can consider

the overhead from two angles—memory consumption and

performance. Note that, to provide error correction at least

3 redundant copies are required for each data element to be

protected. Consequently, if error correction is provided for

all the data manipulated by an application program, the

memory consumption would be tripled. Further, to ensure

consistency, all the operations performed on the original

data must also be performed on the copies. Therefore, the

execution time and memory consumption can dramatically

increase when employing data replication.

While using data replication under a certain memory

consumption constraint/limit, different alternatives that can

be considered. For example, consider a code segment that

uses a 10� 10 data array. If the user allows 10% extra

memory usage for the purpose of reliability enhancement,

which means 10 extra data elements (that are not part of the

original program) would be created. However, a critical

question at this point is how to spend/use these 10 extra

data elements to maximize reliability, i.e., how to optimize

reliability under a memory consumption bound. In our

simple example, one option would be selecting 10 data

elements (from a total of 100 data elements accessed by the

program) and replicate each of them once. Another optionFig. 1 Example data replication in a multithreaded code
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would be selecting 5 data elements and replicating each of

them twice. While these two options have the same extra

memory consumption, depending on application code

(control and data flows), their resulting reliability can be

quite different. One can imagine that the options would

quickly multiply if we consider multiple data structures

(e.g., arrays).

Going deeper, it can be observed that identifying the

data elements to replicate itself involves three sub-prob-

lems: (i) selecting the data structures (e.g., data arrays in an

array-based application program) from which to replicate,

(ii) deciding the data elements to replicate from the

selected data structures, and finally (iii) for each data ele-

ment to be replicated, deciding how many times to repli-

cate it. As a result, given a program with multiple data

structures, the potential ‘‘replication space’’ can be enor-

mous. To examine the replication space in a systematic

fashion, we define several protection parameters that cap-

ture different dimensions; percentage of replicated data,

number of the replicas, and items that are replicated. In

addition to these parameters, since we study the multi-

threaded applications, we also define thread related pro-

tection parameter: threads that are protected. It represents

the threads that have redundant copies and help to decide

the critical threads in terms of error propagation.

Besides the data replication alternatives, we also study

the improvement of the reliability provided through data

replication in different so called ‘‘faulty environments’’. To

capture/represent a faulty environment, we use the error

parameters: erroneous data rate, bit span, number of

threads that contain error, and thread in which errors are

created.

To study different data replication alternatives and their

impact on the different faulty environments, we have

implemented error injection experiments. In the

experiments, we use different error and protection param-

eters, and study the impact of these parameters on relia-

bility, memory consumption, and execution time. In each

experiment, we set the error parameters (erroneous data

rate, bit span, number of threads that contain error, threads

in which errors are created) and protection parameters

(percentage of replicated data, number of the replicas,

items that are replicated, threads that are protected), and

the experiments performed measure error propagation,

memory consumption and execution time for given code

and parameter setting.

Figure 2 illustrates the workflow of our fault injection

framework. Our framework consists of three phases,

namely, protection phase, error profiling phase, and

tracking phase. The first two phases are used to set the

experimental configuration by considering two dimensions:

protection configuration and error configuration. Protec-

tion parameters specify the degree/level of protection

provided to the system via data replication and error

parameters identify the state of the faulty environment. In

the protection phase, firstly, we examine the application

code and identify the data dependency and decomposition

among threads. Since local copies are provided to the

threads for the shared variables, it is important to decide

which threads access which parts of data and determine

data dependencies across threads. After performing the

code analysis, the protection configuration is determined,

and the application code is modified according to the pro-

tection parameters. For example, in the code given in

Fig. 1a, the variable x is read by all threads. If an error

occurs in this variable, this error affects all threads. Error

isolation is achieved by replicating variable x across all

threads. Note that the local copies of x are provided to

threads according to the protection parameters.

Fig. 2 Fault injection

framework
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In the error profiling phase, firstly, the protected code

generated by the protection phase is analyzed. In our study,

error propagation is discussed in terms of data structures. In

other words, the error is introduced to the system to alter

the marked data, and the error propagation is examined in

terms of the application data. Therefore, dynamic instruc-

tions related to the variables/data structures are determined

for the fault injection. The dynamic instruction refers to the

assembly code generated at runtime for the high-level

language. After determining the dynamic instructions and

error parameters, error files are created using them.

Finally, in the tracking phase, error injection experi-

ments are performed, and metrics including error propa-

gation, memory consumption, and execution time are

collected for the given protection and error parameters.

The errors are determined by comparing the error-in-

jected run results with the golden results. In this context,

the golden results refer to the results obtained from the

error-free execution. As an example, assume that an error is

injected to the first line of the code given in Fig. 3. This

error will propagate during runtime (erroneous registers are

shown in red and italic in Fig. 3b). In the tracking phase,

the st (memory store operation) commands obtained from

the error-free execution (line 4 in Fig. 3a) and erroneous

execution (line 4 in Fig. 3b) are compared and the erro-

neous data (if any) are detected.

The error is introduced to the system as a single-bit flip.

Although multi-bit errors have been seen frequently in

recent years, studies show that single-bit errors cause SDC

as much as double and multi-bit errors, and in some cases

even more [34, 35]. Since our work is examined data

errors, the errors are injected to the system to corrupt the

data values. The errors that will cause the program to ter-

minate are outside the scope of this study.

We use a relatively high error rates in our empirical

study. Since the applications in our experiments have short

execution times, employing low error rates would end up

injecting only a few errors. This accelerated error injection

allows us observe the effect of errors more clearly and let

us have an idea about what effect the errors would have and

how effective our approach would be in more realistic

scenarios with long application execution latencies. Note

that employing accelerated error injection is a frequently-

used strategy in the literature [36–39].

4 Experimental evaluation

4.1 Applications

We utilize different applications to test the effectiveness of

our proposed approach, which are block-wise matrix mul-

tiplication, one-dimensional heat diffusion, and two-di-

mensional Jacobi applications. The algorithms in the

experimental study are implemented based on different

parallel programming patterns [40]. Program Structuring

Patterns are models that provide templates to the pro-

grammer for writing parallel codes. They define models for

different aspects of parallelism, such as data decomposition

and threads communication. Matrix multiplication appli-

cation works with the Single Program Multiple Data

(SPMD) pattern, whereas heat diffusion and two-dimen-

sional Jacobi applications are modeled with the Master/

Worker pattern.

Block-wise Matrix Multiplication The block-wise

matrix multiplication algorithm divides the input and out-

put matrices into blocks called sub-matrices and performs

matrix multiplication using the sub-matrices. More

specifically, in the C ¼ A� B multiplication, matrices A, B

and C are divided into blocks; so the matrix multiplication

equation can be rewritten as:

Cij ¼
X

k

Aik � Bkj: ð1Þ

An example of the block-wise matrix multiplication is

illustrated in Fig. 4. The matrix C is divided into sub-

matrices, and each sub-matrix is assigned to a thread for

computation. The first row of matrix A and the the first

Fig. 3 (a) An example code for the golden results, (b) its faulty

version for tracking phase where fault injected instructions are

italicized
Fig. 4 Block-wise matrix multiplication computation for one sub-

matrix
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column of matrix B is used to compute C1 block. Note that

this block-based code is one of the most frequently used

implementations of matrix multiplication. The computation

of each block of the matrix C is independent and can be

performed concurrently with others. When the application

is modified to employ data replication, each thread gets a

copy of blocks A and B that it will use, and performs

computation using its local data (as a result, there is no

communication between threads via shared variables).

Heat Diffusion The one-dimensional heat diffusion

problem models heat transmission in a pipe. In the begin-

ning, the heat of the pipe is stable and fixed. At time 0, both

ends of the pipe are set to different temperatures, and their

heat remains fixed during the execution. The temperatures

change in the rest of the pipe and are computed over time.

At each iteration x[i] (ith element of the pipe) is computed

by using x½i� 1� and x½iþ 1�. Mathematically, the algo-

rithm solves a one-dimensional differential equation rep-

resenting the heat diffusion:

ou

ot
¼ o2u

ox2
: ð2Þ

In the parallelized version used in our evaluations, the pipe

is divided into chunks, and these chunks are assigned to the

different threads. The algorithm requires communication

among threads since boundary data (data located boundary

at the chunks) are shared across multiple threads. When

modifying the heat diffusion algorithm to accommodate

data replication, the boundary data are replicated in

appropriate threads. Threads then compute their chunks by

using their private copies. At each iteration, the heat of an

array item is computed by using its right and left neighbors;

so, threads require elements from other (neighboring)

threads to compute the boundary data, and the updated

boundary data are received from the other threads.

Two-Dimensional Jacobi Iteration This application

performs Jacobi computation over two-dimensional data

with a 5-point stencil pattern. It iteratively updates array

elements using a fixed pattern. Jacobi application simply

takes the average of four neighboring cells:

arraytði;jÞ ¼ 0:2 � ðarrayt�1
ði;jÞ þ arrayt�1

ði�1;jÞ

þ arrayt�1
ðiþ1;jÞ þ arrayt�1

ði;j�1Þ

þ arrayt�1
ði;jþ1ÞÞ

ð3Þ

In our parallel implementation, Jacobi computations are

performed as two steps, and two arrays A and B are utilized

for computations. In the first step, threads compute array

B by using array A and send it to the main thread. Fol-

lowing that, the main thread provides a local copy of array

B to each thread, and then threads compute (the new values

of) array A using array B. An example data decomposition

and replication is given in Fig. 5. Each color represents a

thread and red items represent the replicated data. Similar

to the heat diffusion problem, when the different parts of

matrices are assigned to the thread for computation, the

boundary data is used by multiple threads. Therefore, when

replicating the data, the boundary data is replicated; and

threads get their private copy for these elements.

In the experimental study, we consider two different

versions for two-dimensional Jacobi iteration and analyze

Fig. 5 Data decomposition and replication for 2D Jacobi computation
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error propagation and the effect of the data replication on

them. The difference between the implementations is the

distribution of the arrays across the threads. In the first

implementation, a two-dimensional distribution is consid-

ered. More specifically, arrays A and B are divided into

sub-arrays both column and row-wise and then each sub-

array is assigned to a different thread. In the second

implementation on the other hand, a row-wise distribution

is considered. The array distributions of two implementa-

tions are given in Fig. 6 where different colors represent

different threads.

4.2 Experimental settings

Our fault injection experiments have two dimensions. The

first is the error dimension. We define different error

parameters to specify the errors injected for the experi-

ments – erroneous data rate, bit span (the number of bits

affected from bit flip operations), number of threads that

contain error, and threads in which errors are created. By

using these parameters, errors in different locations and

rates are injected into the application execution, and the

resulting error propagation is examined. The second is

protection dimension. Protection parameters are defined to

implement different levels of protection – percentage of

replicated data, number of replicas, items that are repli-

cated, and threads that are protected. By using these

parameters, the degree/level of protection that would be

provided to the application is determined and the effects of

different protection alternatives on error propagation and

cost, in terms of execution latency and memory con-

sumption, are examined.

The first step of our experimental study is to determine

the values of protection parameters (and as a result come

up with different protected versions of a given application

program). Then, by determining the different values for the

error parameters, the fault injection space is determined

and the errors are injected into the different alternatives of

the application program according to the fault injection

scenarios with different error properties. Finally, by

examining error propagation, execution time and memory

consumption, the relationship between error reduction

(fault tolerance provided by data replication) and its cost

(execution time and memory consumption) is studied.

The default values of the error and protection parameters

are given in Tables 1 and 2, respectively. To quantify the

effect of each parameter separately, a sensitivity analysis is

carried out where we change the value of only one

parameter in each experimental configuration. The pro-

tection and error configurations used in the experiments are

given in Tables 3 and 4, respectively. Error configurations

in Table 3 are generated by changing one parameter of

Error Configuration 1. In these tables, T refers to the

number of threads used by to execute an application.

In Table 4, in cases where the ‘number of the replicas

column’ is equal to T, a local copy is created for each

thread. Therefore, in configurations where the number of

the replicas is equal to T, the ‘threads that are protected’

parameter should be ignored. In cases where the ‘number

of replicas’ column is T/2, half of the threads have their

own local copies, while the other half use the shared

variable. In Table 4, ‘items that are replicated’ and ‘threads

in which errors are created’ parameters are not shown;

instead, in the experiments, randomly chosen items and

threads are utilized to analyze their effects. When creating

the protection configurations, we consider the application

behavior and only replicate the data accessed by different

threads. For instance, when the ‘percentage of replicated

data’ is equal to 100% and ‘number of replicas’ is equal to

the thread count for block-wise matrix multiplication, the

threads get redundant copies of the blocks they use in

computation instead of the whole matrices.

To compare the different protection alternatives fairly,

the error is injected into the protected and unprotected

(a) column and row-
wise division

(b) row-wise division

Fig. 6 Data distribution of two-dimensional Jacobi iteration

Table 1 Default error parameters used in the fault injection

experiments

Error parameter Value

Erroneous data rate 0.1%

Bit span Single

Number of threads that contain errors T/4

Threads in which errors are created Randomly chosen threads

Table 2 Default protection parameters used in the fault injection

experiments

Protection parameter Value

% of replicated data 50%

Number of the replicas T

Items that are replicated Randomly chosen data

Threads that are protected Randomly chosen threads
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versions of an application by using the same error config-

uration. Since the ‘bit span’ and ‘number of threads that

contain error’ parameters represent the number of bits

affected by the error and the number of threads executing

in the application, respectively, they can be the same for all

versions, but an analysis is needed for the ‘erroneous data

rate’ and ‘threads in which errors are created’ parameters.

The erroneous data rate is used to calculate the number of

data elements into which errors are injected. To compare

the unprotected and protected code versions fairly, the

number of incorrect data elements should be calculated

according to the memory consumption of the different

versions. As an example, for the block-wise matrix multi-

plication application, the memory consumption in the

unprotected version equals to ðNxNÞ � 2 where ‘N’ is the

matrix size. On the other hand, for the full protected ver-

sion (when A and B matrices are replicated in all threads),

the memory consumption would be increased. A low error

injection rate would cause only a few errors, since the

running times of the experiments are low. Therefore, we

consider relatively high error injection rates (ranging from

0.1% to 20%) to observe the impact of the errors more

prominently.

The ‘number of threads that contains error’ is a

parameter that indicates the number of threads with errors.

This parameter is utilized when each thread has private

copy, where errors are injected to thread’s memory space.

On the other hand, when threads use shared variables, an

analysis is needed to understand which thread accesses

which part of the data. After such analysis is performed, the

shared data used by selected threads are injected with

errors.

To evaluate performance, reliability, and memory con-

sumption of the different protection and error configuration

degrees, we utilize a multicore system with the x86 full

system mode. The fault injection experiments are per-

formed by setting the number of cores equal to the thread

number of threads. Each thread is assigned to a different

core at the beginning of the execution; and this mapping is

remained fixed during the execution.

4.3 Results and discussion

In this section, the results of the fault injection experiments

are presented and discussed. GEMFI [41] is used as our

error injecting tool. It is an error injection tool based on the

Gem5 [42] simulator, and can be used to inject errors into

the dynamic instructions of an application program. The

error propagation curves for different applications are

shown in Figs. 7, 9, 10 and 11. In collecting these results,

we have considered the main portions of the application

code, and omitted the variable initialization parts. The

x-axis represents the execution time, and the y-axis rep-

resents the erroneous data rate, which corresponds to the

fraction of output data that have been calculated incor-

rectly. Since we add copy and comparison instructions to

provide protection, the execution time differs in created

versions. Therefore, the execution time axis is shown in

percentage to compare different executions.

Table 3 Error configurations

used in the experimental study
Error configuration # Erroneous data rate Bit span Number of threads contain errors

1 0.1% Single T/4

2 0.1% Single T/2

3 0.1% Single 1

4 0.1% Double T/4

5 5% Single T/4

6 20% Single T/4

Configurations are generated by changing one parameter, where the changed parameter is given in bold font

Table 4 Protection

configurations used in the

experimental study

Protection configuration # % of Replicated data Number of replicas

1 0 –

2 100 T

3 75 T

4 75 T/2

5 50 T

6 50 T/2

7 25 T

8 25 T/2
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The plots in Fig. 7 give the error propagation results for

the block-wise matrix multiplication. Figure 7a shows the

impact of the ‘‘percentage of replicated data’’ parameter. In

the experiments, we assign 0%, 25%, 50%, 75% and 100%

values to the ‘‘percentage of replicated data’’ and provide

all threads with a replica of the chosen data. To compare

the different protection parameters fairly, we have utilized

a fixed error setting (error configuration 2 from Table 3).

Since the blocked matrix multiplication is an application

where the threads work independently, providing private

copies to the threads prevents the error from spreading

from one thread to the others. As can be seen from Fig. 7a,

when the percentage of replicated data parameter increases,

more data are chosen to replicate, which in turn reduces the

error propagation between threads, resulting in a decrease

in the total error propagation. As can be observed from the

results, the percentage decrease in error propagation is not

proportional to the percentage increase in data replication.

More specifically, if there is no replicated data, the error

rate is 28%. When the percentage of replicated data is

increased to 25%, the error rate decreases to 26%. Also,

when the percentage of replicated data increases from 50%

to 75%, a significant decrease is observed in the error rate –

from 23 to 16%.

Figure 7b shows the impact of the ‘‘number of replicas’’

parameter. In the given experiments, firstly a replica is

provided to all threads for the chosen data (in these

experiments the percentage of replicated data is set to

25%), and then a replica is provided to only half of the

threads whereas the remaining threads use the shared

variables. Since the threads are tightly coupled, the errors

propagate in a very short time for both cases. Therefore, the

results plotted in Fig. 7b indicate that the number of the

replicas has low impact on preventing the error propagation

among tightly coupled threads.

Besides the ‘percentage of replicated data’ and ‘number

of replicas parameters’, we also performed fault injection

experiments to understand the impact of ‘‘items that are

replicated’’ and ‘‘threads that are protected’’ parameters.

The results (not presented due to space concerns) have

revealed that, when we select different elements from the

matrices (or different threads to provide redundant copies

for), the error propagation remains same. The reason for

this is that the result is equally sensitive to the error that

occurs in different threads and variables. In other words,

the work distribution between threads is similar, all threads

calculate a block of the result matrix, and the variables are

equally effective in calculating the result. The experimental

configuration used in the fault injection experiments spans

a 6 x 8 evaluation space that consists of 6 error configu-

rations and 8 protection configurations. Similar results are

observed with different configurations as well, and thus,

only a certain parts of the results are presented in the paper.

In order to examine the effect of the number of threads

on the error propagation, the block-wise matrix multipli-

cation application is executed with 16 threads and 4

threads, and the error propagation curves for these versions

are compared against one another. The error propagation

curves for different thread counts are plotted in Fig. 8. In

the experiments, the same error and protection configura-

tions are used. While the error propagation error rate is

0.15 when the number of threads is 16, and it decreased to

0.13, when the number of threads is 4. Although the error

propagation decreases slightly, there is a significant dif-

ference in the dynamic behavior of the error. Specifically,

the error propagation is not observed in the first half of the

program, as the error does not propagate until the faulty

(a) Error propagation for different ‘% of replicated data’ values.
For the experiments, replicas are provided to all threads.

(b) Error propagation for different ‘number of replica’ values.
For the experiments, 25% of the data are replicated.

Fig. 7 Error propagation results for block-wise matrix multiplication. Different protection configurations are presented in the figures

Cluster Computing

123



thread is executed. Then, once the faulty thread is exe-

cuted, the error starts to propagate and spreads throughout

the thread.

In addition to the error propagation, we have also

examined the impact of the protection setting on the per-

formance and memory consumption. Memory consump-

tion, execution time and erroneous data rate on the output

under different protection settings are given in Table 5.

These values are obtained from the fault injection experi-

ments when using Error Configuration 1 from Table 3, and

normalized by using the values measured in experiments

with no protection (Protection Configuration 1).

The graphs in Fig. 9 plot the error propagation curves

obtained from the fault injection experiments performed

with different error settings for the block-wise matrix

multiplication. Error configurations 2 and 4 are not shown

in the graph. Error propagation graphs for error configu-

rations 4 and 1 are overlapping, and error propagation

graphs for error configuration 2 with different protection

configurations are given in Fig. 7a. The full protection is

utilized in the results shown in Fig. 9a, that is, a local copy

is provided to each thread for all data. No data replication

is utilized in Fig. 9b. The details of the error configurations

tested are given in Table 3. When the error is injected into

a single thread, if no data replication is used, the error

propagates to 0.1 of the data elements (see Fig. 9b), while

in the case of full protection, this rate decreases to 0.05 (see

Fig. 9a). On the other hand, when Error Configuration 6 is

used as the error setting, a significant decrease in error

propagation is observed. When data replication is not

employed, the error propagates to 0.75 of the data, whereas

the rate of erroneous data decreased to 0.25 when all data

are replicated. With the data replication technique, private

copies are provided to the threads; therefore, it prevents an

error passing from one thread to another. In block-wise

Fig. 8 Error propagation results for block-wise matrix multiplication

with different ‘thread counts’

Table 5 Memory consumption, execution time and error rate values

for different protection configurations

Protection

configuration #

Memory

consumption

(Normalized)

Execution time

(Normalized)

Error

rate (%)

1 1 1 0.284

2 9 1.072 0.095

3 7 1.036 0.156

4 4.5 1.034 0.193

5 5 1.034 0.195

6 3.25 1.030 0.25

7 3 1.006 0.26

8 2.31 1.007 0.27

The memory consumption and execution time values are normalized

to the base case (Protection Configuration 1) which has no data

replication

(a) Error propagation results for full data replication (protection
configuration 2).

(b) Error propagation results for no protection (protection con-
figuration 1)

Fig. 9 Error propagation results for block-wise matrix multiplication with different error configurations
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matrix multiplication, threads share the matrices. Conse-

quently, if an error occurs in one of the elements, it is read

by all threads. However, when we utilize the data repli-

cation, the threads are isolated from each other, and the

error affects only one thread’s results. Moreover, in Fig-

ure 9a, the error propagation is observed only at certain

interval during the execution. In our fault injection exper-

iments, we inject the error to selected threads. Since the

block-wise matrix multiplication application does not

require communication between threads, error propagation

is observed only when error-injected threads are running.

The error propagation remains constant during intervals

where error-free threads are running.

In cases where the error is injected into more threads or

more data, when the application uses shared variables, the

error propagation among the threads becomes faster, and

when a private copy is provided to the threads, these errors

are isolated in the thread, and as a result, there is a decrease

in the total error propagation. On the other hand, although

giving a private copy to each thread reduces the error when

the injected error is low, the protection does not provide a

significant gain since the error propagation between the

threads is already low. The costs of different protection

settings are given in Table 5. While utilizing a costly

protection setting is not efficient in cases where the

reduction in error propagation is low, it can be an accept-

able cost in cases where the reduction in error propagation

is significant.

The second application used in the fault injection

experiments is the one-dimensional heat diffusion appli-

cation, and the corresponding experimental results are

given in Fig. 10. In these experiments, two different error

configurations are considered, and there is almost no dif-

ference in the error propagation curves between full

protection (Fig. 10a) and no protection (Fig. 10b). The

reason for this result can be explained by the underlying

communication pattern of this application. In this appli-

cation, the threads are tightly coupled. Since there is no

communication between the threads in block-wise matrix

multiplication, when local copies are assigned to the

threads, the error that occurs in the thread could be isolated,

whereas in the applications where data are heavily shared

between the threads, the error in the thread is propagated to

all threads through the shared variables. Another observa-

tion from these experiments is that, when the number of

threads into which the error is injected is increased, a

significant increase in the error propagation speed is

observed.

(a) Error propagation results for full protection (protection con-
figuration 2).

(b) Error propagation results for no protection (protection con-
figuration 1).

Fig. 10 Error propagation results for heat diffusion with different error configurations

Fig. 11 Error propagation result for two-dimensional Jacobi for

different ‘‘% of replicated data’’ values
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Figures 11 and 12 show the error propagation results for

the two-dimensional Jacobi application for two-dimen-

sional (both row and column-wise) and one-dimensional

(row-wise) distribution respectively. As can be seen from

Fig. 11, the error propagation behavior of the heat diffu-

sion is also observed in the Jacobi application, where

partial data replication is not successful in preventing error

propagation. In both applications, threads are tightly cou-

pled and data exchange is required between threads at each

iteration. While desired reliability can be achieved with

lower cost for the applications where threads mostly exe-

cute independently, costly data replication techniques

should be utilized to achieve higher reliability for such

applications. Our approach allows the designers to perform

trade-off (what-if) experiments to understand the cost of

the reliability. In addition to the error and protection

parameters, error injection experiments with different

implementations of the two-dimensional Jacobi iteration

are conducted, and the resulting error propagation is ana-

lyzed in different implementations.

Figure 12 plots the error propagation in different Jacobi

versions implemented with different data distribution

methods (in the experiments, Error Configuration 1 and

Protection Configuration 2 are utilized). As can be seen

from the figure, the change in the Jacobi implementation

affects the error propagation. Even though the same thread

count, error parameters, and protection parameters are used

in both the versions, an increase in error rate is observed

when a row-wise distribution is used as the data distribu-

tion. One potential reason behind this result is the modu-

lation in thread communication patterns when data

distribution is changed. That is, when the communication

patterns across threads changes, the error propagation

between threads due to data communication also changes.

These results also reveal that different parallel versions can

be employed to slow down the error rate by reshaping the

error propagation curve.

5 Conclusion

In this paper, we study the impact of selective data repli-

cation on error propagation, memory consumption, and

performance of multithreaded applications executing on

multicore environments. Data replication is implemented

by providing a private copy to each thread. Thus, error

propagation caused by the usage of the shared variables

between threads can be prevented. To perform data repli-

cation, there are different dimensions to be considered,

such as selecting the data structures and elements to

replicate as well as identifying the threads to provide a

private copy for. In our work, we propose several param-

eters to identify the degree/level of the protection.

This work also investigates the impact of data replica-

tion in different faulty environments. More specifically,

several error parameters such as error rate, bit span, and

erroneous thread number are defined to create fault injec-

tion experiments. The results of our fault injecting exper-

iments indicate that thread communication has a significant

impact on the effectiveness of the protection provided by

data replication. Among the applications used in our

experiments, data replication reduces the error propagation

in applications where threads do not communicate much,

while there is no significant change in error propagation in

applications where threads have data dependencies among

them. In addition, our experiments reveal that, in highly

faulty environments the error propagation can be very high.

Consequently, in such environments, data replication can

being quite effective in reducing error propagation signif-

icantly, if one is willing the pay the cost of execution time

increase and memory footprint expansion. The accept-

able cost in execution time and memory consumption

overhead can change based on the user-specified require-

ments and acceptable error rate and also system constraints.

Our proposed approach allows the users to perform trade-

off experiments to understand the cost of the reliability and

decide the acceptable cost and reliability.

In this study, besides slowing down the error propaga-

tion by providing data replication at different levels, the

impact of the changes in the implementation on the error

propagation is also examined. Experiments performed by

changing the data distribution reveal that being a bit cagey

about which implementation to use can slow down error

propagation significantly. Slowing down the error propa-

gation with different implementation and code optimiza-

tions offers an approach that can be exploited to ensure

reliability at a low cost.

Fig. 12 Error propagation result for 1d distribution (row-wise) and 2d

distribution (row and column-wise) in 2-D Jacobi

Cluster Computing

123



A possible extension of this work is to slow down the

error propagation by parallelizing the algorithm in various

ways, which might provide error resiliency with a low cost.

Our study reveals that different parallel implementations of

the algorithm (by changing the data decomposition and the

thread count) can provide different degrees of reliability.

Hybrid methods can be designed by combining various

protected versions with online error detection methods. The

hybrid methods are utilized to provide reliability aware

computation where the protection techniques can be tuned

during runtime according to the application and system

requirements.
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