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Abstract
As technology scales, transistors become smaller and aggressive power optimization 
techniques combined with high operation frequencies and performance-enhancing 
microarchitectural techniques are employed to achieve increasingly higher perfor-
mance and power efficiencies. Unfortunately, these developments make the modern 
systems more vulnerable to soft errors, which are becoming a critical issues in both 
hardware and software domains. Motivated by this observation, in this work, we 
propose, implement, and evaluate two error propagation metrics in order to charac-
terize error propagation at both software and hardware levels. The first metric aims 
to measure error propagation on program data structures, whereas the second one 
measures the fraction of corrupted locations in the cache memory structure for a 
given period of time. We evaluate our proposed metrics by performing an empirical 
study of two application programs using both single-threaded and multi-threaded 
executions, and varying various experimental parameters such as thread count, error 
rate, location of errors, and architectural parameters. Our extensive experimen-
tal analysis reveals that error propagation over program data structures is highly 
dependent on application behavior.Further, depending on the cache parameters used, 
propagation of errors on cache can exhibit different patterns. This paper also dis-
cusses how our observed error propagation trends in program data structures and 
data caches are correlated with each other, focusing in particular on the differences 
in error propagation speeds in application data structures and data caches.
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1  Introduction

As process technology scales, transistors become smaller, and this makes it possi-
ble to squeeze more compute and storage components into the same chip area. As 
a result, state-of-the-art processors include multiple CPU cores, integrated GPUs, 
multi-layer cache hierarchies, on-chip networks, and multiple on-chip memory 
controllers, operated at high frequencies. Such smaller and denser components, 
higher operation frequencies, and aggressive power and performance optimi-
zation techniques in turn make such processors increasingly more vulnerable 
against soft errors, as discussed in the literature [1–6].

Soft errors are transient events that manifest themselves as bit flips in memory 
or logic circuit outputs, and can cause application program and/or system soft-
ware to move to an undesirable state (e.g., operating system can crash, applica-
tion program can hang, or worse, can return wrong results). Cosmic radiation, 
alpha particles from packaging materials, voltage fluctuations, and high tempera-
tures are among the chief reasons behind this type of errors [7–13]. Since the 
emergence of first works on soft errors, architects and software designers started 
to explore trade-offs between performance and reliability, as many known meas-
ures against soft errors lead to various performance implications [14].

As soft errors become increasingly important, various fault tolerance tech-
niques have been developed and tested, with the goal of countering the impact 
of these errors on program execution. These fault tolerance techniques are imple-
mented at hardware and/or software levels, and they introduce extra cost and/
or performance overheads. While the hardware-level fault tolerance techniques 
add extra components to the system to improve reliability [15–19], the software-
level mechanisms are mostly based on time and information redundancy [20–24]. 
Additionally, several so called integrated or cross-layer techniques that consider 
reliability problems in both hardware and software layers have also been pro-
posed by prior art [25–29].

Although these techniques can be very effective in many execution scenarios 
and environments, most of them have a critical drawback – they employ Soft 
Error Rate (SER [30]), as their primary optimization metric. Soft Error Rate 
represents the error rate of the components due to unrecoverable errors. SER is 
an important metric; however, it is a summary/average metric and does not give 
any information about the dynamic behavior of the errors. Consequently, SER is 
difficult to employ in a scenario where one wants to provide “just enough reli-
ability” with minimum cost. We believe that understanding the error propagation 
behavior of an application program running on a given hardware is key for judi-
cious employment of available error propagation techniques, instead of relying on 
summary-based metrics such as SER and its variants [30–34].

We want to emphasize that error propagation can be studied at both hardware 
and software levels. Firstly, it is important to know how much of a given hard-
ware component is corrupted (i.e., contains erroneous data) at any given point 
in execution. For example, in the context of data caches, by knowing the fraction 
of cache locations that are corrupted at a particular point in execution, hardware 
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fault tolerance techniques may be utilized more efficiently (e.g., by tuning their 
aggressiveness). Secondly, it is also important to understand which parts of appli-
cation data1 are more prone to errors, and how errors propagate over application 
data structures during the course of execution. Thirdly, it is important to correlate 
error propagation in program data structures with error propagation in hardware. 
Finally, it can be interesting to explore what new optimization strategies can be 
developed once the error propagation information is exposed to compiler.

Soft errors may result in hang, crash, or silent data corruption (SDC). Among 
these possible outcomes, SDC is arguably the most harmful case since in SDC the 
program does not give any sign of error [35], and it can go undetected for a long 
time. Clearly, since SDC leads to a waste of time and resources, especially for the 
programs with long execution times, it is a very critical issue and thus our study 
is limited to errors resulting in SDC. In our study, error propagation is discussed 
in terms of application data. Therefore, errors that will terminate the program are 
not injected to the system. We only inject single and double bit errors to the system 
that cause SDC and observe their propagation across data structures and cache loca-
tions. That is, unlike previous works, our work studies error propagation across both 
program data structures and hardware (cache). Also, since the errors can manifest 
themselves after a long execution time, we utilize an accelerated error injection rate 
to observe the impact of errors within the execution time of our applications. Similar 
accelerated error injection has been used in prior studies as well [36–39].

The main contributions of our paper can be summarized as follows:

•	 We propose an error propagation metric that evaluates the propagation of soft 
errors at a program data structure level. This metric captures both the speed 
at which the error propagates within and across data structures as well as the 
amount of error accumulated up to a point in execution. We study this metric, 
for both single-threaded and multi-threaded applications, by changing various 
parameters such as error rate and set/amount of data elements where errors ini-
tially occur. Our experimental evaluations with two application programs, Sparse 
Matrix Vector Multiplication (SpMV) and Preconditioned Conjugate Gradient 
(PCG), indicate that the applications and their inputs affect the error propaga-
tion. In the SpMV application, the error is propagated progressively across dif-
ferent data elements, but its pattern strongly depends on the input given to the 
application. Although the error propagates up to 70% of the result vector for sev-
eral matrices, limited propagation is observed for others (up to 20% of the result 
vector). The effect of different inputs on the propagation curves can also be seen 
from the PCG application. For several matrices, the error propagates to limited 
part of the result (between 20 and 40%), while in others the entire result is calcu-
lated incorrectly.

•	 We propose an error propagation metric that evaluates the propagation at a data 
cache level. For that, we perform fault injection experiments with different appli-

1  Clearly, OS data structures can also be corrupted; but, in this work, we exclusively focus on application 
data structures.
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cations. In addition to the error propagation characteristics, we also study the 
cost of error at the hardware. Specifically, we measure the error free data loss 
due to erroneous data in cache memories by conducting an experimental study. 
Compared to the error propagation across data elements and structures, the error 
propagation on data caches exhibits quite different patterns. Because of the cache 
replacements, not all the erroneous data are present in the cache at all times, 
therefore fluctuations can be observed the error propagation curves.

•	 We discuss the correlation between error propagation on application data struc-
tures and error propagation on data caches. Our results also reveal a high cor-
relation between error propagation on program data structures and error propa-
gation on data caches. Specifically, the correlation coefficient for certain inputs 
of the SpMV application is 0.9 or above (for matrices including bcsstk07, nos5, 
msc00726, and plbuckle). While the calculated correlation coefficients are lower 
when the applications’ data structures cannot fit in the caches, error propagation 
in the software and hardware layers follows a similar trend when the program 
data fits in the caches more easily.

To our knowledge, this is the first detailed study of soft error propagation across 
data elements and data cache, via specially-defined error propagation metrics, for 
both single-threaded and multi-threaded executions. The results from this work can 
be used by both software designers (e.g., to decide which data structures to protect) 
and hardware designers (e.g., which cache locations to harden).

The rest of the paper is organized as follows. Section  2 summarizes previous 
studies. In Section 3, we define the error propagation metrics that we propose for 
hardware and software level propagation and also discuss the details of our fault 
injection framework. Section 4 presents the details of experimental study and Sect. 5 
presents the results of the empirical study for both our proposed metrics. Finally, 
Sect.  6 summarizes the paper and discusses possible future work.

2 � Related work

We classify the related work of this study in three categories – vulnerability fac-
tors, error related metrics, and error propagation analysis. Section 2.1 summarizes 
the proposed vulnerability metrics, and Sect.  2.2 summarizes proposed fault propa-
gation metrics. Section 2.3 discusses Silent Data Corruption analyses for different 
applications.

2.1 � Vulnerability factors

In the literature different vulnerability factors are proposed to evaluate the error 
vulnerability at different layers [40–48]. In general, vulnerability factors describe 
the probability with which an internal error affects the output [40]. Architectural 
Vulnerability Factor (AVF) represents the probability with which a fault in the pro-
cessor structure would have an effect on the output [40, 41]. The vulnerability of 
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registers and caches cannot be computed using AVF alone, due to their special char-
acteristics. Therefore, Cache Vulnerability Factor (CVF) [42] and Register Vulner-
ability Factor (RVF) [43] have been proposed to evaluate the vulnerabilities of these 
components. A vulnerability factor for ECC-protected memory is also proposed 
[44]. The False Error Aware (FEA) vulnerability metric measures masked errors 
among detected and uncorrected errors in memory. The Program Vulnerability Fac-
tor (PVF) is proposed to quantify the program vulnerability independent from the 
target architecture [45]. The vulnerability can be calculated for the resources that are 
visible at the software level with the PVF. Similarly, the Instruction Vulnerability 
Factor (IVF) performs vulnerability analysis in the software level [46]. However, 
instead of the architectural resources, the IVF estimates the output corruption due to 
an error in an instruction. Data Vulnerability Factor (DVF) evaluates the vulnerabil-
ity of data structures and allows a fine-grained analysis [47]. Finally, Thread Vulner-
ability Factor is proposed to measure the vulnerability of a thread by considering 
data dependencies for multi-thread applications (TVF) [48].

While these previously-proposed metrics focus on the error transaction on the 
architecture (program/thread/instruction), our work examines how it spreads among 
the application data. Thus, information on how and where the error is propagated 
throughout the runtime is obtained.

2.2 � Error related metrics

Several metrics associated with error propagation is proposed in the literature, 
including [49–52]. The Permeability Metric measures the error propagation in a 
modular system [49]. The study utilizes a black-box approach in which a system is 
assumed to consist of different modules that communicate with each other via their 
inputs and outputs. The error permeability is the probability with which an error 
propagates from a module’s input to its output. In another work, the Importance 
Metric has been proposed with the goal of capturing the criticality of a given vari-
able [50]. It is based on two sub-metrics – spatial impact metric, which measures the 
number of corrupted elements, and the temporal impact metric, which measures the 
amount of time during which the program state remains corrupted. The Error Prop-
agation Speed (EPS) is defined as the number of processes per iteration that have 
some corrupted data [51]. The error propagation is modeled by utilizing a weighted 
graph, where a weight represents the probability with which the error propagates 
from the source node to the target node. The model is validated via fault injection 
experiments. Error propagation speed is also studied in another work. The Speed 
Metric measures the number of contaminated memory locations per time, and the 
Depth Metric measures the number of Message Passing Interface (MPI) processes 
that have contaminated data [52]. Beside error propagation metrics, error masking 
metric is also proposed [53]. In their study, error propagation is examined and error 
masking events are tracked (their proposed metric is equal to the frequency of occur-
rence of masking events).

Compared to these prior works, our proposed approach monitors the propagation 
of the error in application data structure space. In other words, the data structures 
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across which an error spreads are tracked. Thus, errors that affect the critical data 
can be analyzed individually. In addition, our proposed metrics are evaluated in both 
single-threaded and multi-threaded application programs.

2.3 � Error propagation analysis

The error propagation is studied for different applications in the literature. The 
impact of the soft error on Partial Differential Equation (PDE) is another applica-
tion-specific study [54]. Several PDE-based application and their underlying opera-
tion, sparse matrix-vector multiplication, are examined in detail, and the fault injec-
tion experiments show the error propagation pattern is related to the sparsity of the 
used matrix. In another study, the error resiliency of the GMRES iterative solver is 
studied [55]. Fault injection experiments are performed with three different GMRES 
implementations, and the impact of errors on the outputs are observed. The impact 
of the error is divided into four groups (crash, hang, successful, SDC), and imple-
mentations are compared in terms of error resiliency.

The error resiliency of HPC applications has been studied in the literature. For 
example, FlipTracker framework has been designed to analytically track error propa-
gation and extract the patterns that provide natural resilience [56]. The framework 
models the application as a chain of code regions. Then, it examines the resiliency 
of the code regions by using data dependency analysis. It defines six computation 
patterns associated with resiliency: dead corrupted locations, repeated additions, 
conditional statements, shifting, data truncation, and data overwriting. These pat-
terns tend to mask errors and increase the resiliency of the HPC applications.

Error propagation on the applications that employ the message-passing program-
ming model has been investigated by several studies. Specifically, a framework has 
been developed to track Silent Data Corruption (SDC), and the error propagation in 
that framework has been defined as the spread of corrupted data from node to node 
via MPI communication [57]. Fault injection experiments have been performed on 
several applications exhibit different patterns – the error propagates progressively 
in several applications, but propagation is accelerated in certain periods in others. 
Moreover, for some applications, the corrupted data are not used or transmitted, 
so the corruption remains limited with the process that is directly injected with an 
error. In another study, the error propagation on various MPI-based applications 
is analyzed [35]. The error propagation and the impact of several parameters such 
as the data type, bit-flip location, number of bit flip on the error propagation are 
measured with fault injection experiments. Chaser is another framework proposed to 
study SDC propagation in MPI-based applications [58]. It is basically a fault injec-
tion tool that monitors soft error propagation. Note however, unlike our study, error 
propagation in Chaser is considered in terms of only faulty memory locations and 
read/write operations. In addition to soft errors, the error injecting method is used to 
understand error code propagation in MPI libraries [59]. In the study, the errors trig-
gered error code bugs (unsaved error codes) are injected to MPI-based applications 
and runtime behaviors are observed.
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Error propagation in memory components has also been discussed in the litera-
ture. The error propagation originated from the cache or processor is observed, and 
it is shown that 50% of the errors are masked without an error recovery mechanism 
[60]. In another work, error propagation originated from hardware components has 
been studied; but, unlike our study, it focuses on hard errors [61]. Their work uses 
lower-cost software-level fault tolerance methods to provide error resilience. The 
detection mechanism monitors the abnormal operating system (OS) and application 
behavior that can occur because of hard errors. It also provides error correction with 
software level methods such as check-pointing or replay.

The Support Vector Regression is another approach employed for error detection 
[62]. An SDC error detection strategy based on the support vector regression model 
is proposed, considering the instruction features determined from fault injection 
experiments. The proposed model is in turn used to guide the selective redundancy 
to improve the reliability. Since SDC is one of the most critical issues caused by soft 
errors, researchers are studied its impact by using fault injecting techniques. How-
ever, fault injection is time-consuming process, so different methods are proposed 
to accelerate the fault injection [63]. All fault injection sites in an application are 
analyzed systematically, and fault injection is performed for more vulnerable part of 
the application.

Besides the fault injection experiments, the propagation is also tracked through 
analytical models. For example, SDC probability has been predicted without per-
forming the fault injection experiments [64]. The propagation has been examined at 
the static instruction level, the control flow level and the memory level. For instance, 
TRIDENT has been used with selective instruction duplication and the experiments 
show that it can be reduce the SDC probability. The TRIDENT model is improved 
to predict the SDC of the application by using multiple inputs in another work [65]. 
TRIDENT is designed for CPU programs, and it cannot be employed with GPU pro-
grams because of their high degree of parallelism and different memory architec-
tures. Therefore, the GPU-Trident model is proposed to utilize to predict SDC of 
GPU application [66]. The SpotSDC is another framework that visualizes the SDC 
in HPC applications [67]. GPU program’s execution characteristic is repetitive and 
varies by runtime, and the impact of its runtime behavior on the error resiliency is 
studied [68]. The study also proposed the Spot-FI framework to accelerate the error 
injecting experiments by finding more vulnerable locations.

Our work differs from these studies in that we carry out a detailed propagation 
analysis of errors in application data structure space as well as hardware data cache 
space. Further, we also study the correlation between the propagation in data space 
and propagation in cache space using two different applications.

3 � Error propagation metrics

At a high-level, error propagation can be examined from two different angles. 
Firstly, it is important to understand the error propagation from an application’s per-
spective. The important questions of interest in this context include: how quickly is 
error propagated at an application level, and how quickly does an error spread to 
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the other data elements when the execution starts with a faulty data element. Sec-
ondly, it is important to know how the error propagates across the storage elements, 
e.g., cache locations. Knowing where the error will be in the cache/memory at any 
given point of the execution can potentially help us to make more accurate assess-
ments regarding the reliability of a given system.

In this paper, we study the dynamic behavior of error propagation in both soft-
ware and hardware levels, where two metrics, Propagation of Error on Data Struc-
ture and Propagation of Error on Hardware, are proposed to evaluate the error prop-
agation at the software and hardware levels, respectively. The error propagation at 
the software level is basically the propagation of the error on the application data. 
On the other hand, error propagation on a cache is considered the error propagation 
at the hardware layer (though our approach can be extended to other hardware com-
ponents as well). Caches (especially last-level caches) occupy the majority of chip 
area in many architectures and have high transistor densities, thus they constitute a 
suitable medium for the propagation of soft errors, leading to high Soft Error Rates 
(SERs). In our study, the hardware-level error propagation is examined for caches 
only; also common in prior works [69–73]. We characterize the error propagation in 
terms of program points and execution cycles by using our proposed metrics.

3.1 � Error Propagation on Data Structures

Our first proposed metric, Propagation of Error on Data Structure (PoEDS) is 
defined as corrupted portion of total data per time unit. It measures the error propa-
gation at the software level. The PoEDS has two important advantages. First, since 
it tracks error propagation during runtime, it gives information about the dynamic 
behavior of the error. While analyzing the error propagation, we believe it is impor-
tant to know the dynamic behavior of the error, i.e., which portions of the data ele-
ments the error spreads, which pattern the error follows while propagating, or how 
fast it spreads. Also, one may be interested in exploring the differences in error 
propagation across different applications.

The user can utilize the fault tolerance mechanisms more efficiently by using this 
information. To be more concrete, let us assume that there are two different sce-
narios – in the first one, the error propagates rapidly at the beginning of the execu-
tion; but in the second one, the error propagation begins when the execution about 
to finish. If one could know (or more realistically predict) these error propagation 
patterns, they could potentially exercise available error protection and corrections 
mechanisms more judiciously, thereby minimizing the overheads incurred by them. 
Returning to the two scenarios mentioned above, while utilizing the fault tolerance 
techniques is necessary from the beginning of the execution in the first scenario, in 
the second scenario, they could be activated towards the end of the execution. As a 
result, the overall cost/overhead required by fault tolerance could be minimized in 
the second scenario.

The second advantage of the PoEDS is that it allows a fine-grain tracking/analysis 
of errors, where it can examine, for example, the error propagation on a data element 
caused by another faulty data element. Therefore, an error propagation analysis can 
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be performed at a data element level by using our proposed metric. Note that such 
fine-grain analysis is important to ensure just enough reliability for several applica-
tions where some data may be more critical than others and one has limited execu-
tion cycles/power budget that can be allocated for error protection.2 As an example, 
in a face recognition application, the part of the image that contains a face can be 
much more critical than the other parts. If the system has limited resources that can 
be allocated for fault tolerance, then the protection would be limited to the face part 
of the image, thereby saving execution cycles and energy.

3.2 � Error propagation on hardware

Our second proposed metric, Propagation of Error on Hardware (PoEH) is defined 
as the fraction of corrupted locations in a storage component (such as cache or mem-
ory) per time unit. While evaluating the corruption, we compare the blocks with 
their error-free counterparts; if data in the block is erroneous, the cache block is 
marked as corrupted, and the PoEH is calculated as the ratio between the corrupted 
blocks and total blocks. Similar to the PoEDS, the PoEH also provides information 
about the dynamic behavior of the error, since it monitors the error propagation 
throughout the runtime. The PoEH assists to employ hardware hardening strategies 
to restrict the error propagation by providing information about which portions of 
cache/memory contain error at any given point. In addition to the error propagation 
on storage elements, the cost of the error is another critical aspect when analyzing 
the error. We perform a cost analysis to calculate the cost of an error. In this analy-
sis, we estimate the fraction of error-free data lost due to incorrect data.

When there is no free location in the cache where the data can be written, the 
data must be replaced with another data already in the cache. We can divide these 
replacements into four classes in terms of errors: (i) correct data can be replaced 
with correct data, (ii) it can be replaced with erroneous data, (iii) erroneous data can 
be replaced with correct data, or (iv) it can be replaced with erroneous data. While 
calculating the cost of error, we monitor the memory replacements, and evaluate 
the fraction of the replacements between correct data and erroneous data. In other 
words, we measure the fraction of error-free data lost due to the incorrect data.

3.3 � Fault injection framework

In this study, we perform comprehensive fault injecting experiments to calculate 
and track error propagation on software and hardware layers. Figure  1 represents 
our fault injection framework, which consists of two phases – profiling phase and 
tracking phase. In the profiling phase, firstly the application is analyzed to determine 
which dynamic instructions can be used for fault injection. Then, the fault generator 
generates the fault file by using dynamic instructions and the fault parameters. In the 
(error) tracking phase, the errors are injected to the application with GEMFI [74] 

2  This is the case for example in embedded and mobile systems.
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tool. It provides users with an API for fault injection, where the error is introduced 
to the system at the dynamic instruction level by bit-flip operations. Finally, the 
results of the corrupted run are compared with the results of the error-free (golden) 
run.

In the remaining part of this section, fault configuration and parameter details are 
discussed from the PoEDS perspective. To successfully observe the behavior of the 
same error at both software and hardware layers, the same error configuration used 
for calculating both the PoEDS and the PoEH.

Since the PoEDS metric is designed to capture and represent error propagation 
in and across data structures, the error is introduced into the system by changing the 
value of the data; specifically, this work focuses on two types of data – the injected 
data and the monitored data. While the former represents the data that is injected 
with one or more errors, the latter represents the data that the error propagates in 
it. Additionally, the impact of the error rate and the bits affected by the error are 
also examined by employing four parameters – erroneous instruction distribution, 
error probability, bit-span, and bit position. The erroneous instruction distribu-
tion captures the fractions of the instructions that are chosen for error injection, and 
the error probability represents the probability with which the error injection is per-
formed on the chosen set of instructions. The bit-span captures the number of bits 
that are affected by the injected errors. Finally, the bit position indicates where the 
flipped bit is located; e.g., it can be located among the least significant bits or the 
most significant bits. In our experimental study, a set of errors with various param-
eters are considered in order to evaluate their impact.

We study the error propagation in the context of both single-threaded and multi-
threaded applications. Multi-threaded applications have several thread-specific 

Fig. 1   Fault injection framework



18701

1 3

Studying error propagation on application data structure…

features. Therefore, besides the common error parameters mentioned above, we 
employ two additional thread related parameters: number of threads and errone-
ous thread distribution. While the number of the threads captures the thread count 
in the given application, the erroneous thread distribution represents the distribution 
of threads that contain erroneous data. In this study, we perform experiments with 
all possible combinations when selecting faulty threads in order to properly exam-
ine the effect of the erroneous thread distribution parameter. As an example, if the 
thread count is equal to 4 where 2 of them contain erroneous data, there would be 
six different scenarios; thread 0 and thread 1 may be injected, thread 0 and thread 2 
may be injected, and so on.

Figure 2 shows a sample code fragment that performs multiplication using array 
and the corresponding dynamic sequence of assembly instructions generated. Let us 
assume that this code fragment is provided as an input to our fault injecting frame-
work. In the first step, the monitored and injected data should be decided. In this 
code fragment, array c is the injected data and array a is the monitored data. Since 
our focus is on errors that will cause the Silent Data Corruption (SDC) instead 
of errors that cause system/application hang or abort, the error is injected into the 
system by altering the value of the elements of array c while the error propaga-
tion is traced over the elements of the array a. In the profiling phase, the dynamic 
assembly code is analyzed. Dynamic code refers to the assembly code generated at 
runtime for the high-level language. For example, in Fig. 2b, the dynamic instances 
of c instructions (Fig. 2a) are shown. In Fig. 2, the ld instructions read the values of 
array c from the memory and store them in the registers, and mult instructions per-
form multiplication by using these values. Note that, if an error occurs at one of the 
ld or mult instructions, that would alter the value of array c temporarily. So, for this 
sample code, the dynamic instruction set for fault injection experiments contains the 
ld and the mult instructions. In the tracking phase, the error is injected into the ran-
dom instructions selected from the instruction set according to the error parameters 
(erroneous instruction distribution, error probability, bit-span, bit position, number 
of threads and erroneous thread distribution).

Although the same errors are used in calculating both metrics, tracking error 
propagation is different for software and hardware layers. The dynamic instruc-
tion that caused the error to propagate must be monitored for tracking error 

Fig. 2   (a) An example code fragment used in our fault injection experiments and (b) its corresponding 
assembly instructions
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propagation at the software layer. For the given code, st instructions write the 
result of the multiplication into the memory; consequently, the error propagates 
to arrays via the st instructions. To observe error propagation, the st instructions 
from faulty run and error-free run are compared to decide the correctness of array 
a (i.e., the monitored data structure).

On the other hand, since PoEH is defined as the rate of corrupted locations in 
storage components in the hardware layer, it is necessary to know the contents 
of the cache and/or memories in order to monitor the propagation of the error. 
Therefore, when calculating PoEH, the contents of the memory will be detected 
for faulty run and error-free run at certain CPU cycles, where these snapshots 
will be compared one another to detect the propagation of the error.

3.3.1 � Error model

In this paper, our primary goal is to study soft errors that cause Silent Data Cor-
ruption (SDC). Therefore, errors that change the value of the selected data are 
introduced into the system. The instructions related to the specified data are 
marked, and errors are injected to their certain bits. Variables such as array indi-
ces, loop variables, and errors that can potentially cause a change in the pro-
gram’s control flow are out of the scope of this work. Note also that, since it 
requires long execution times for an error to disclose itself and our study utilizes 
benchmarks with not that long execution times, a low error injection rate would 
cause only a few errors to be injected into the system. In order to present more 
realistic inference for the impact of soft errors on real-life long-running applica-
tions, relatively high error injection rates are used in our experimental study. We 
want to emphasize that a number of prior studies, including but not limited to 
literature [36–39], have also adopted such accelerated error injection.

A bit-flip is performed on a randomly chosen single bit, where the bit is cho-
sen among the medium order bits. The double-precision floating-point num-
bers are utilized in our fault injection experiments, and errors are only injected 
to medium order mantissa bits. The errors injected into the low-order bits cause 
small changes that can, in most cases, be ignored. On the other hand, the errors 
injected into the high-order bits cause significant changes which are easily detect-
able. Transient single-bit errors are used in fault tolerance studies frequently. So, 
we have also used this error model in our study. In recent years, multi-bit upsets 
have also become a major problem; however, we believe single-bit errors are still 
more prevalent and are a reasonable assumption for applications and target execu-
tion environments. Further, it has observed in prior research that single-bit errors 
can cause as much as SDC rates as double-bit and multi-bit errors (an even higher 
rates in some cases [75, 76]).

We assume that immediately after the system is started, the application consid-
ered in the fault injection experiments is loaded and executed. In other words, the 
hardware components (memory and cache) are initially empty and error-free. At the 
beginning of the application execution, all variables are initialized; and the error 
injection is started after the initialization.



18703

1 3

Studying error propagation on application data structure…

4 � Experimental analysis

The fault injection experiments are performed with the Sparse Matrix Vector Mul-
tiplication (SpMV) and the Preconditioned Conjugate Gradient (PCG) using 10 dif-
ferent matrices taken from The University of Florida Sparse Matrix Collection [77]. 
These matrices and their salient features are given in Table 1.

Table 2 shows the base parameter settings used in our experimental study. The 
error probability is expected to be low (in practice) for most part of the execution; 
so, the error rate is kept low for most of the instructions in our experiments. As 
the value of the error probability parameter is increased, the value of the erroneous 
instruction rate parameter decreases. The 50% of the dynamic instructions are error-
free; for the 30% of the remain instructions, errors are injected with a probability 
of 0.03; and errors are injected with a probability of 0.07 for the remaining 20% of 
instructions.

For bit-span parameter, the bit-flip is performed on a randomly chosen single bit, 
where the bit is chosen from among the medium order bits. The double-precision 
floating-point numbers represented with 64 bits are used in the experiments. The 
bits (for injected data) are divided into 3 groups as low-order (0 − 22 bits) , medium-
order (23 − 48 bits) , and high-order (the remaining bits) , where error is injected to 
the bit selected among medium-order bits, in our experiments.

A sensitivity analysis with different values is performed to examine the impact 
of each parameter on error propagation separately. Table  3 defines four differ-
ent scenarios, where each row presents values of parameters for a given scenario. 

Table 1   The matrices used 
in the experiments with their 
dimensions (N) and number of 
nonzero items (NNZ)

Matrix ID Matrix N NNZ

1 mesh2e1 306 2018
2 mhdb416 416 2312
3 bcsstk07 420 7860
4 nos5 468 5172
5 nos6 675 3255
6 msc00726 726 34518
7 bcsstk09 1083 18437
8 plbuckle 1282 30644
9 mhd4800b 4800 27520
10 fv1 9604 85264

Table 2   Base settings used in 
the experimental study

Parameter name Parameter value

(Instruction distribution (%), Error probability) {(50, 0) (30, 
0.03) (20, 
0.07)}

Bit span {single}
Bit position {medium order}
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Error parameters given in the table are based on the default values. Alternate values 
are presented for one of the parameters (shown in bold font), and others maintain 
their default values. Thus, the effect of the parameter on the error propagation is 
observed more clearly. For example, in the first scenario, the instruction distribu-
tion is changed. So the percentage of error-free instruction is increased, and fewer 
instructions are chosen for fault injection. In the second scenario, the error prob-
ability parameter is assumed to have different options. For the third scenario, there 
are two choices for the bit span parameter: single or double. While single bit means 
bit-flip operation is executed on one randomly-chosen bit, double bit means bit flip 
operations are performed on 2 bits (which consists of a randomly-chosen bit and 
its neighbor). Finally, the fourth scenario is used to observe the system behavior 
under two opposite cases, namely highly-faulty and low-faulty environments. Since 
the medium order bits are considered for selecting the candidate bit for all scenarios, 
bit position is not listed in the table.

For multi-threaded applications, while the values of the base parameters are 
set based on Table  2, two different alternatives are considered for thread-specific 
parameters. In the first case, the number of threads is set to 8 or 16 while the erro-
neous thread distribution is set to 1. On the other hand, the second case considers a 
fixed number of threads (8), while setting the erroneous thread distribution from the 
set {1, 4, 8}. Note that the experimental settings presented in this section are used to 
track both the software-level and the hardware-level error propagation.

Table 3   Parameter settings for different experiment scenarios

The values given in bold font show alternate values or sets in the experimental study; the default values 
are given in regular font

Experiments Parameter name Parameter value

Scenario 1 (Instruction distribution, {(50, 0) (30, 0.03) (20, 0.07),
Error probability) (60, 0) (30, 0.03) (10, 0.07)}
Bit span {single}

Scenario 2 (Instruction distribution, {(50, 0) (30, 0.03) (20, 0.07),
Error probability) (50, 0) (30, 0.1) (20, 0.2)}
Bit span {single}

Scenario 3 (Instruction distribution, {(50, 0) (30, 0.03) (20, 0.07)}
Error probability)
Bit span {single, double}

Scenario 4 (Instruction distribution, {(80, 0) (20, 0.03),
Error probability) (50, 0.1) (30, 0.15) (10, 0.2)}
Bit span {single}
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5 � Results and discussion

In this section, the results of the fault injection experiments are presented in two 
parts: (a) for software-level error propagation and, (b) for hardware-level error 
propagation.

5.1 � Software‑level error propagation

We perform fault injection experiments with different matrices and experimen-
tal settings. Only the major computation parts are considered when presenting 
the results; the initialization parts of the algorithms are not taken into account. 
For the figures given in this section, the x-axis indicates the time and the y-axis 
shows the percentage of the corrupted items in the result vector. The minimum 
and maximum bars are also presented along with the average results. Empirical 
study spans an extensive evaluation space, since different error configurations, 
matrices, and applications are considered in the experiments. Similar results are 
observed from several combinations; therefore, only the results of select combi-
nations are presented in the paper.

The plots in Fig. 3 give the propagation of the errors for the serial SpMV appli-
cation. SpMV computes A.x = y , where A is a sparse matrix. For sparse computa-
tions, only non-zero elements and pointer arrays are stored, and the application 
accesses the elements indirectly (via index arrays). In our experiments, the errors 
are injected to matrix A, and the propagation in the vector y is observed. Accord-
ing to the reliability requirements and criticality of data, the injected data and the 
monitored data can be different. We inject the errors in matrix A, since it is occu-
pied most of the program memory. Vector y is the output of the SpMV kernel, so 
it is considered as critical data in our study; and error propagation is examined on 
vector y. The faults in floating-point numbers are determined by comparing erro-
neous runs with the golden run, where the “absolute difference” between them is 
computed. If the absolute difference is greater than a certain number, the results 
are marked as faulty. We consider four significant digits to decide the errors, but 
it should be noted that the difference may vary depending on the user-level and 
application-level requirements. Each plot in this figure gives the results using a 
different matrix and a scenario with different experimental settings. This set of 
experiments are repeated for all matrices given in Table 3, where Figs.  3a, b, c 
and d show the propagation results on matrices 1, 5, 6, and 10 given in Table 1.

The experimental results indicate that the error propagation is similar for different 
matrices and experimental settings. We also note that the error propagation curves 
shown in Fig.  3 are close to linear, although the propagation speed changes. While 
the error is propagated to the 20% of the result for one matrix (Fig. 3b), it propa-
gates to the entire result for a different one (Fig.  3c) at the end of the execution. The 
SpMV algorithm performs a sequence of multiplication operations between vector 
and matrix elements, where each non-zero element is used once during the iteration. 
If an error shows up at one of the elements in a row of the matrix, it propagates to 



18706	 Z. Ozturk et al.

1 3

the vector element corresponding to the row, and a repeated pattern of this behavior 
causes progressive error propagation.

Figure  3a gives the impact of the erroneous instruction distribution based on 
experimental settings given in Table 3, when the first scenario is considered. The 
fraction of erroneous instruction decreases, when we consider a lower erroneous 
instruction distribution, since fewer instructions are injected with errors.

Figure  3b plots the impact of the bit span on the results (the third scenario in 
Table 3). One can observe that the propagation for different bit span values exhibit 
similar error propagation patterns. Since the SpMV algorithm performs a series of 
multiplication operations and the injected errors alter the multiplications results, a 
flip in one or two bits causes a change in the magnitude of the error (and in both 
cases it leads to corruption in the same elements).

Fig.  3c and d show the impact of error probability for the second scenario. When 
the error probability increases, more errors are introduced to the system. As a result, 
the propagation of the error increases as well. Although the same error probability 
values are used for both of the experiments, the error propagation is nearly doubled 
in Fig. 3d, while the difference between the error propagation is smaller in Fig.  3c. 

Fig. 3   Error propagation results for serial SpMV application with different matrices and error parameters 
settings. The matrix ids (from Table 1) and error scenarios (from Table 3) are: (a) the first error scenario 
with matrix 1 (b) the third scenario with matrix 5 (c) the second scenario with matrix 6, and (d) the sec-
ond scenario with matrix 10
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These two graphs show the error propagation on two different matrices with dif-
ferent element distributions and sparsity properties. In Fig.  3c, the ratio between 
nonzero items and total items for the reference matrix is equal 0.065, whereas the 
same ratio is equal to 0.0009 in Fig. 3d. Nonzero item distributions and sparsity val-
ues of the matrices cause the same error probability values to have different impacts 
on the error propagation – while the propagation is increased for both the cases, the 
magnitude of the increase is vastly different.

The graphs in Fig.  4 plot the error propagation when running the serial PCG 
application, which solves A.x = y , where matrix A and the vector y are known. 
The PCG is an iterative solver that starts its execution with an arbitrary solution 
(x) and converges to the correct solution at each iteration. Results of the fault injec-
tion experiments with PCG are different from the results obtained from SpMV. In 
contrast to the progressively increasing error propagation curves observed with the 
SpMV application, error propagation decreases in PCG application at certain peri-
ods. It is because of the fact that the algorithm converges the approximate solution 
as time goes by. When the error occurs, it propagates to the result but eventually the 
algorithm converges to the right solution despite the error. The divergence-conver-
gence periods can occur more than once during the runtime due to the error injec-
tion operation performed at different operating points.

Fig.  4a and b present the impact of the erroneous instruction distribution for the 
first scenario given in Table 3. When we change the error distribution, the dynamic 

Fig. 4   Error propagation results for serial PCG application with different matrices and error parameters 
settings. The matrix ids (from Table 1) and error scenarios (from Table 3) are: (a) the first error scenario 
with matrix 1 (b) the first error scenario with matrix 2  (c) the second error scenario with matrix 6 (d) 
the fourth error scenario with matrix 3
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instructions that will be injected are increased, which in turn increases the error 
propagation. As mentioned above, at certain execution periods the error propaga-
tion decreases and the algorithm converges to the correct result despite the errors. 
Although the same error configurations are used for both of the experiments, the 
error propagates very rapidly in Fig.  4b and almost all items of the result vector 
become corrupted in a short time. Unlike the graph in Fig.  4a, when the errone-
ous instruction distribution is changed, the propagation is almost the same for both 
the high erroneous instruction rate and the low erroneous instruction rate in Fig. 4b. 
The results of different matrices are given in the two figures (Fig. 4a and b), where 
different matrices have different effects on the error propagation. Since the fraction 
of non-zero items in the matrix given in Fig. 4b is very small, flip operations per-
formed on the middle order bits cause a bigger change in the values; therefore, the 
algorithm could not converge to the correct result. Figure 4c presents the impact of 
error probability for the second scenario (scenario 2) given in Table 3; and Fig. 4d 
shows the system behavior in two extreme cases for scenario 4. For both cases, when 
the error probability increases, more errors are injected to the system, and thus, the 
error propagation increases, as expected.

Bit position is another parameter employed in our framework. Flipping the most 
significant bit leads the value to become infinitely large. Therefore, the error propa-
gates to all elements in a short time; and the algorithm could not converge to the 
correct result. When the least significant bit is flipped, it leads to a negligible change 
in the values, so the error has almost no effect on the result.

5.1.1 � Software‑level error propagation in multi‑threaded applications

The fault injection experiments are performed by using the parallel version of the 
iterative SpMV algorithm, where we perform matrix vector multiplication itera-
tively, A.xi = xi+1 . In our implementation, we utilize shared memory communication 
approach; so, matrix A and vectors ( xi and xi+1 ) are shared among all threads. The 
errors are injected to matrix A, and the propagation in the vector xi+1 is observed. 
Figures 5, 6 and 9 plot the results of our experiments (the experimental settings are 
given in Table 2).

For the iterative SpMV application, the error propagates according to the 
structure of the sparse matrix [54]. The errors propagate progressively with dif-
ferent patterns for different sparse matrices (see Fig. 5). In this graph, the x-axis 
is normalized to the range [0..1], in order to fairly compare applications with dif-
ferent execution times. Each run is performed with 8 threads and the errors are 
injected to the dynamic instructions chosen randomly from all threads.

We consider the erroneous thread distribution parameter in two aspects: the 
number of threads that contain errors and the thread that is set to be faulty. In our 
experiments, these two aspects are taken into consideration individually, and the 
collected results are presented in Figs. 6 and 9.

The first aspect of the erroneous thread distribution parameter is the number of 
erroneous threads, where the results are given in Fig. 6a and  b. To evaluate the 
impact of the number of erroneous threads, we inject the same amount of error to 
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different number of threads; we compare the error propagation results when eight 
threads are corrupted, four threads are corrupted and one thread is corrupted. As 
can be seen from the figures, when more threads are injected with errors by not 
changing the number of error, error propagation increases.

A simplified scenario is illustrated in Fig.  7 in order to explain this behav-
ior. An almost-diagonal matrix is used, and thread per row approach is employed 
while sharing the workload among threads. The application is run with five 
threads, where the matrix and vectors are shared among all threads, and each 
thread calculates one element of the result vector by using one row. Assume that 
we consider two different cases when injecting error. Two dynamic instructions 
are selected from thread 0 in the first case; whereas in the second case, one of 
the dynamic instructions is selected from thread 0 and the second instruction is 
selected from thread 2. In the first case, errors are injected to line 3 and line 6 
in thread 0. They cause a corruption for the result of the multiplication, and the 
errors propagate to y1 through the computations performed. The propagation of 
the errors between threads is given in Fig.  8a. An error is injected to line 3 in 

Fig. 5   Error propagation results for parallel iterative SpMV application with different matrices

Fig. 6   Error propagation results for parallel iterative SpMV application with different corrupted threads 
counts and matrices. (a) shows results for matrix 1 and (b) shows results for matrix 5
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thread 0 and an error is injected to line 3 in thread 4 for the second case, where 
the propagation of the errors between threads is given in Fig. 8b. Although two 
instructions are injected in both scenarios, the errors are propagated to the entire 
result vector in the first case, while they are propagated to three data in the sec-
ond case.

More generally, when we inject the error to threads, it can cause one or more 
variables that are computed by this thread to become corrupted. Therefore, when 

Fig. 7   A simplified code and data distribution among threads for the multi-threaded iterative SpMV 
implementation

Fig. 8   Error propagation between threads originating from different threads in the multi-threaded itera-
tive SpMV application. Errors are originated from Thread 0 in (a), from Threads 0 and 4 in (b) and from 
Thread 2 in (c)
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the number of erroneous threads is increased, the probability of corruption for more 
data arises; and consequently, an increase in error propagation is observed.

For the multi-threaded applications, it is also important to analyze which 
thread has more impact on error propagation when error is injected to it. In the 
experiments, the same amount of errors are injected to a single thread, but the 
thread is chosen differently, where they are presented in Fig. 9a–c. Results show 
that the error propagation is different when the same amount of errors are injected 
to the different threads. When an error is injected to a thread, the error is first 

Fig. 9   Error propagation results for the multi-threaded iterative SpMV application with different number 
of corrupted threads. Each sub-figure shows results for a different matrix: (a) matrix 3 (b) matrix 7 and 
(c) matrix 8

Fig. 10   Error propagation originating from different threads in the multi-threaded iterative SpMV appli-
cation. The errors are injected to a different thread in each sub-figure (a) thread 1, (b) thread 3 and (c) 
thread 7
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propagated within that thread, and then it is propagated to other threads through 
communications (data sharing). If the thread is strongly connected to others (by 
sharing lots of data with other threads), the error propagates fast. In Fig.  10, 
the error propagation between threads is given for the iterative SpMV applica-
tion. In this figure, the x-axis gives the different threads and the y-axis shows the 
time in terms of iteration count, where the color represents the number of errors 
observed on each tread. In another words, higher number of errors in threads are 
represented by darker colors. The errors are injected to a different thread in each 
case (i.e, they are injected to thread 1, thread 3 and thread 7), where Fig. 10a–c 
show the error propagation, respectively. Errors are propagated in different ways 
depending on the relationship between threads.

The error propagation pattern for different threads can be examined in the 
application given in Fig. 7. If an error is injected to the 3rd line in thread 0, the 
error spreads to three variables after three iterations. However, if the error is 
injected to thread 2, after three iterations, the result propagates to all the elements 
of the vector. The error propagation originating from thread 0 and thread 2 are 
given in Fig. 8a and c, respectively.

It is also important to focus on the impact of different instruction classes on 
error propagation. For this set of experiments, dynamic instructions are divided 
into two classes – ALU instructions and MEM instructions; and a total of four 
different sets are considered (see Table 4). The errors are injected to instructions 
taken from only one class (either ALU or MEM instructions) for the first two 
sets; whereas, an equal number of instructions are taken from both classes for 
the remaining ones. Specifically, for the last set, 30% of the dynamic instruc-
tions (i.e., 15% of the ALU instructions and 15% of the MEM instructions) are 
injected with a probability of 0.15. The multi-threaded version of the iterative 
SpMV algorithm is used for the experiments by running with 8 threads, where 
the errors are injected to the instructions selected from all threads. The error 
propagation graphs given in Fig.  11 show similar error propagation patterns 
across different instruction classes, which is due to the dependencies between the 
instructions. For the simplified SpMV code given in Fig. 7, the error dependency 
between dynamic instructions is illustrated in Fig. 12. For this code, an error that 

Table 4   Parameter settings for different experiment sets

Instruction class Parameter name Parameter value

ALU (Instruction distribution, Error probability) {(60, 0) (30, 0.03) (10, 0.07)}
Bit span {single}

MEM (Instruction distribution, Error probability) {(60, 0) (30, 0.03) (10, 0.07)}
Bit Span {single}

ALU and MEM (Instruction distribution, Error probability) {(60, 0) (30, 0.03) (10, 0.07)}
Bit span {single}

ALU and MEM (Instruction distribution, Error probability) {(60, 0.1) (30, 0.15) (10, 0.2)}
Bit span {single}



18713

1 3

Studying error propagation on application data structure…

occurs in an MEM instruction immediately propagates to an instruction from the 
ALU class; and likewise, an error originating from an ALU instruction imme-
diately propagates to a MEM instruction. For example, if instruction ld x1 (a 
MEM instruction) from thread 0 is corrupted, this error propagates to three more 
instructions (mult r1, r2, add r3, r4, and st r5, y1) and two of them are the ALU 
instructions.

5.2 � Hardware‑level propagation

When examining the error at the hardware level, we consider the error in two dimen-
sions, the error propagation and the error cost, by utilizing the same matrices and 
error configurations from the previous section. As in Sect.  5.1, major computation 

Fig. 11   Error propagation for different instruction types

Fig. 12   Dependencies between dynamic instructions
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parts are considered when presenting the results. In the graphs presented below, the 
y-axis shows the percentage of the erroneous location in the cache, and the x-axis 
gives the time in terms of execution cycles.

Figure 13 gives error propagation results on different data caches for the PCG 
algorithm. By injecting the error on three different threads (thread 1, thread 3 
and thread 7), Fig.  13a shows error propagation on the software level originating 
from those threads, separately. The corresponding hardware level error propaga-
tion of Fig. 13a for the three cases (thread 1, thread 3 and thread 5) are given in 
Fig.  13b, c and d, respectively. When the errors are injected to thread 1 or thread 
7, it propagates to more amount data than the case of injecting on thread 3 (see 
Fig.  13a). A similar observation is performed for the hardware level. It propa-
gates to 60% of the cache size when thread 1 or thread 7 is injected (see Figs. 13b 
and d); whereas the ratio is only 14% when thread 3 is considered (Fig. 13c).

On the other hand, the propagation pattern shows a different trend at the hard-
ware level. Specifically, the hardware-level error propagation fluctuates drastically 
throughout the execution. The reason for this is the cache-specific behavior – since 
not all data can fit in the cache at any given time, the execution experiences frequent 
cache misses, which in turn changes the fraction of erroneous data in the cache.

The error propagation results for the iterative SpMV algorithm are slightly dif-
ferent. Figure 14 shows the error propagation on hardware level for iterative SpMV 

Fig. 13   Error propagation on hardware for the multi-threaded PCG application with different erroneous 
threads. (a) shows error propagation on the software level originating from thread 1, thread 3 and thread 
5, and the corresponding error propagation on hardware are shown in (b), (c) and (d), respectively
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algorithm in a multi-core system. In order to observe the error propagation in differ-
ent data caches, different combinations of data caches are presented in the graphs. 
As can be seen from the figure, there are fewer fluctuations in error propagation 
curves and the errors propagate progressively. The reason for the difference is that 
iterative SpMV algorithm utilizes fewer data structures, so the data may fit into the 
caches more easily and cache replacements occur less frequently.

To understand the different behaviour of data propagation at hardware and 
software levels more clearly, we discuss how the error propagates between 
instructions and the caches. In our study, we consider the errors that will cause 
(Silent Data Corruption) SDC by altering the value of the data such as incorrect 
calculation due to the error in the ALU, or error in the data during writing from 
or reading to memory (load/store operations). A bit flip occurs in the data bits of 
the dynamic instruction spreads to other dynamic instructions via data depend-
ency, which causes propagation and increase in data corruption.

The propagation of the error to cache or memory occurs via load instructions, 
when faulty data is written to the memory elements. As an example, the code 
block given in Fig. 15a is taken from the iterative SpMV application. In the code, 
elements of the vector and matrix are read from the memory with load (ldfp) 

Fig. 14   Error propagation on hardware for the multi-threaded iterative SpMV application with differ-
ent erroneous threads. For the first two sub-figures errors are injected to one thread: (a)  thread 0 and 
(b)  thread 3. For  the later two sub-figures, errors are injected to two threads: (c)  threads 0 and 4 and 
(d) threads 4 and 6
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instructions; and calculations are performed using ALU instructions (mmulf, 
maddf). When an error occurs in the ALU while it performs the maddf instruc-
tion, the result of the maddf instruction is calculated incorrectly and the errone-
ous data is written into the memory using the store instruction (stfp). Thus, the 
error in the registers propagates to the memory. Figure 15b shows the status of 
the cache after the code block is executed. The erroneous data in the cache are 
read in later iterations via the load instruction, and they are used in subsequent 
ALU operations which cause the continuation of error propagate. As can be seen 

Fig. 15   Propagation of an error observed at an ALU operation in the cache: (a) a code block taken from 
the iterative SpMV application where erroneous instructions are represented with red. (b) the status of 
the cache after “(a)” is executed  (c) code block read erroneous data from the cache
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Fig. 16   Replacement of erroneous code block in the cache. (a)  a code block taken from the iterative 
SpMV application where erroneous instructions are represented with red. (b) the status of the cache after 
“(a)” is executed. (c) code block read erroneous data from the cache shown in “(b)”. (d) the final status 
of cache
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from Fig. 15c, the erroneous data are read via load and they are used as input in 
ALU operations.

The error propagated to the cache (i.e., the erroneous data in the cache) might 
be replaced before it is used. While the software level error has more stable prop-
agation, this cache specific behavior causes fluctuations in the error propagation 
curves for the cache. An example scenario for cache replacement is given in Fig. 16. 
Erroneous data is written to the memory through the store commands, causing 
an increase in the error rate in the cache. After the first part of the code block in 
Fig. 16a is executed, there will be two erroneous blocks in the cache (see Fig. 16b). 
When the following instructions (Fig. 16c) are executed, the erroneous code blocks 
are replaced with an error-free data; and the number of incorrect blocks decreases to 
one (Fig.  16d).

It is also important to measure the cost of the error in terms of the displacement 
of error-free data in the caches. For this cost analysis, error costs are calculated as 
the portion of erroneous data replaced by error-free data in Fig. 17. The error cost 
graph in Fig. 17a corresponds to the error propagation in Fig. 14a; and Fig. 17b cor-
responds to the error propagation in Fig. 14b. Although the error cost graphs show 
similar patterns to the corresponding error propagation graphs, there are more fluc-
tuations than the error propagation curves. Moreover, the error cost is lower than the 
error propagation. It is due to the fact that the erroneous data are overwritten with 
erroneous data occasionally during the execution; as a result, error propagation may 
not be always reflected in the cost directly.

5.3 � Correlation between hardware and software level propagation

Up to now, we analyze error propagation patterns in the software (application) layer 
and hardware layer, separately. Another extension is to study the correlation between 
these two propagation. To evaluate the correlation between the EPoDS and the 
EPoH for the iterative SpMV application, we calculate the Pearson and Spearman 
correlation coefficients. Both correlation coefficients take values between +1 and 
−1, where +1 indicates a positive correlation, −1 a negative correlation, and 0 no 
correlation. It should be noted that while the Pearson’s correlation coefficient refers 

Fig. 17   Cost analysis for errors in iterative SpMV application at hardware level with different erroneous 
threads. Errors are injected to thread 0 (a) and thread 3 (b)
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to a linear relationship, the Spearman’s correlation coefficient refers to a monotonic 
relationship.

Table 5 presents the correlation coefficient values between error propagation in 
data caches and error propagation at the software level for the iterative SpMV appli-
cation using different matrices. Correlation coefficients are generally close to +1, 
indicating that there is a strong correlation between error propagation at the software 
and hardware layers. On the other hand, the correlation coefficients for the matrices 
given in the last two rows of the table are significantly smaller than others, which 
indicates weaker relationship. One possible reason is that for these cases the total 
size of matrices is larger than the other cases. The increase in the size of the data 
used by the application causes the data not being able to fit in the cache; and eventu-
ally replacements are performed more frequently. In some cases, the erroneous data 
are replaced with the new ones; therefore, the erroneous corruption rate in the cache 
decreases, while the corrupted data at the software level still increases.

If we repeat the experiments by increasing the size of the data cache, the correla-
tion coefficients increase. Table 6 shows the Pearson’s and Spearman’s correlation 
coefficients between software and hardware level error propagation for the itera-
tive SpMV application using different matrices and data cache sizes. For the matri-
ces nos6 and plbuckle, the correlation coefficient is close to +1 for 32kB size data 
cache, and effect of bigger data cache size is negligible. However, the correlation 
coefficient increases, when we increase the data cache size for fv1 matrix.

Table 5   Pearson and Spearman 
correlation coefficients between 
software and hardware level 
error propagation for the 
iterative SpMV application with 
different matrices

Matrix Pearson’s correlation Spearman’s correlation
Coefficient Coefficient

mesh2e1 0.80 0.82
bcsstk07 0.91 0.76
nos5 0.85 0.85
nos6 0.81 0.89
msc00726 0.99 0.62
bcsstk09 0.89 0.67
plbuckle 0.90 0.85
mhd4800b 0.32 0.69
fv1 0.50 0.47

Table 6   Pearson and Spearman 
correlation coefficients for the 
iterative SpMV application on 
different data cache sizes

32kB Data cache 128kB Data cache

Matrix Pearson’s 
correlation

Spearman’s 
correlation

Pearson’s 
correlation

Spearman’s 
correlation

nos6 0.806 0.892 0.802 0.857
plbuckle 0.904 0.846 0.908 0.846
fv1 0.495 0.469 0.57 0.887
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6 � Concluding remarks

In this paper, we analyze the soft error propagation characteristics at the hardware 
and software levels. We propose two metrics: a) Propagation of Error on Data 
Structure (PoEDS) for tracking the error propagation at the software level, and b) 
Propagation of Error on Hardware (PoEH) for tracking the error propagation at the 
hardware level. Our proposed metrics are designed to monitor the error propagation 
during the execution, and therefore, they can be used to capture information about 
the dynamic behavior of the error.

To evaluate the proposed metrics thoroughly, we perform various fault injection 
experiments with two different single-thread and multi-threaded applications and 
observe the impact of different factors on the error propagation. Our experimental 
study reveals that the error propagation is highly dependent on the types of com-
putations performed in a given program as well as the order at which they are per-
formed. The error propagation generally increases by time but, for some kernels, the 
application can produce correct results despite the error. Also, the error propagation 
pattern can change according to the input.

The experimental study demonstrates that the error propagation have different 
characteristics for hardware and software levels. At the software level, the error 
propagates more smoothly. However, at the hardware level, the error propagation 
curves exhibit more severe fluctuations. The reason behind that, since the cache size 
is limited only a part of the erroneous data can be located in it. Consequently, even 
though the number of erroneous data increases over time, it is not always reflected 
in the corrupted cache locations. After the error propagation at software and hard-
ware level are studied separately, the correlation between them is also examined. 
The Pearson’s and Spearman’s correlation coefficients reveal that there is a positive 
relation between the hardware and software level error propagation.

We anticipate two major extensions for this work – the first one is on further 
exploring the relationship between the hardware level and software level error prop-
agation. The second possible extension is to slow down the error propagation. If one 
could develop an error prediction strategy based on our characterization findings, it 
may be possible to make dynamic changes to the running application code and/or 
execution environment to reduce faults.
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